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New study: Healthcare has
long way to go to protect
patient privacy

“Patient revenue trumps privacy and risk manage-
ment,” according to the sponsor of a new study that gives
healthcare organizations failing grades for not adequately
protecting patients” PHI.

The Ponemon Institute study indicates that protecting
patient data is not a priority in healthcare, says Rick Kam,
president and cofounder of ID Experts, the Portland, OR,
company that sponsored the study.

The November 2010 Benchmark Study on Patient Privacy
and Data Security highlighted healthcare organizations’
shortcomings that result in data breaches despite stron-
ger safeguards required by the 2009 HITECH Act. You
can find a copy of the study at www2.idexpertscorp.com/
ponemonstudy.

“Our study found that data breaches remain a frequent
occurrence at healthcare organizations—threatening pa-
tient privacy and leaving healthcare organizations with a

heavy financial burden,” the report concluded.
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Not a priority

Data breaches cost the country’s healthcare system
billions of dollars each year. Survey respondents report-
ed an economic impact of slightly more than $1 million
annually to their organizations from data breach inci-

dents, says Larry Ponemon, PhD, chair and founder

of the Ponemon

Institute. “Providers are way behind

But protecting when it comes to security

patient privacy is of patient information.”

not a top priority —Chris Apgar, CISSP

for healthcare or-
ganizations, and that won't change until the federal gov-
ernment undertakes stricter enforcement practices, says
Chris Apgar, CISSP, president of Apgar & Associates,
1LC, in Portland, OR.

“As one person said at a recent meeting I attended,
‘The board of directors is not looking at spending money
on security, they are looking at how much they can make
off a new MRI machine,” ” Apgar says. “Yes, it’s very
shortsighted, but it’s not unique to hospitals. It’s true of
clinics and other healthcare organizations.

“Providers are way behind when it comes to secu-
rity of patient information. It’s a combination of igno-
rance and [the fact that] implementing sound security
takes away from and doesn’t add to the bottom line, es-
pecially given there is still no real increase in OCR rule

enforcement.”

The study details

The Ponemon Institute surveyed 65 healthcare or-
ganizations. Although the sample was limited in size,
the research was in-depth and included interviews with
senior-level staff members to collect information about
their organizations’ PHI loss and theft experiences, accord-

ing to the report. Participating healthcare organizations

> continued on p. 2
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were integrated delivery systems that included networks

of organizations with a parent holding company (35%) or

part of a healthcare network (46%) and stand-alone hos-

pitals or clinics (17%).

Notably, 71% of participating hospitals said the

new HITECH rules have not significantly changed pa-

tient record management practices. More than half of

respondents (58%) said they have little or no confi-

dence that their organizations have the ability to detect

all patient data loss or theft.

Noting the small number of healthcare organizations

participating in the study, Frank Ruelas cautioned

against drawing broad conclusions about all U.S.
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hospitals. Ruelas is director of compliance and risk
management at Maryvale Hospital in Phoenix and prin-
cipal of HIPAA College in Casa Grande, AZ.

Examining healthcare organizations that haven’t
experienced a breach and asking about their practices

is an important step, Ruelas says.

A call for change

A major reason for supporting the study was creating
a call for action to healthcare organization executives,
says Kam.

HIPAA privacy and security officers know what their
organizations need to do to protect PHI, he says. However,
protecting PHI is not a priority, and organizations aren’t
providing resources to accomplish it, he adds.

“We need to do a better job is basically the message,”
Kam says.

The study also revealed that lack of preparation and
staffing contributed to breaches of patient data. Health-
care organizations cited:

» Inadequate resources (71%)

» Few, if any, appropriately trained staff (52%)

» Insufficient policies and procedures to prevent and

quickly detect patient data loss (69%)

The majority of responding hospitals have fewer than
two staff members dedicated to data protection manage-
ment. Information most at risk due to lack of protection
includes patient billing information and medical records,
according to the study.

Patients typically are the first to detect a significant
number of breaches. This suggests that patient data are
unknowingly exposed until patients detect the problem,
the study says.

“It basically is an issue of inadequate resources,” says
Ponemon. “A lot of organizations in our study were frank-
ly frustrated they are not getting the resources they need.”

He hopes organizations will use it for internal bench-
marking, to compare their own practices to what others

are doing to try and protect patient data.
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A recent study by the Ponemon Institute indicates that
many healthcare organizations need to pay far more atten-
tion to their efforts to secure PHI.

The November 2010 Benchmark Study on Patient Privacy
and Data Security highlighted healthcare organizations’ fail-
ings that result in data breaches. So what lessons can health-
care organizations draw from the study?

Consider these seven tips for improvement:

> Focus on creating better security. “Security
is the same as an insurance policy. Will physicians and
hospitals discontinue their malpractice insurance coverage
to save a buck?” says Chris Apgar, CISSP, president of
Apgar & Associates, LLC, in Portland, OR.

If you haven’t done so already, implement safeguards
to protect the data in one very high-risk area: transportable
devices, such as laptop computers, says Frank Ruelas,
director of compliance and risk management at Maryvale
Hospital in Phoenix and principal of HIPAA College in Casa
Grande, AZ.

A lost or stolen computing device was the No. 2 cause
of theft or loss of patient data (41%), topped only by un-
intentional action (52%). See the chart on p. 4 for other
leading causes.

“This report on some level may give cause for these
organizations [that have not done so] to rethink their
position,” says Ruelas.

> Be more proactive and robust with respect
to auditing. Notably, 41% of organizations surveyed dis-
covered a data breach as the result of a patient complaint.
“Ouch!” says Ruelas. “Detection seems to be more by
accident or by notification by third parties, rather than
internal detection methods or alerts.”

> Take advantage of the study’s results when
you need to justify the cost of implementing PHI
safeguards. “Breaches are very expensive, and sound
security will significantly reduce the number and cost of
breaches,” says Apgar.

Hackers who attack your PHI from the outside and em-
ployees who can do damage on the inside can cause signif-
icant financial damage to healthcare organizations, Apgar

says, adding that this damage can occur in various ways:

Data theft

Infection of systems with viruses

Advertent or inadvertent data corruption

Loss of backup tapes necessary to recover from a
disaster or data loss

Ensure that your organization’s leaders recognize the
serious harm to goodwill, reputation, and community
standing that can occur as the result of a data breach, says
Ruelas. “Often, a positive reputation of a good corporate
citizen developed over years can be flushed down at light
speed if a breach occurs,” he says.

“A good way to drive business away from the hospital is
to breach patients’ data. It's called lack of trust,” says Apgar.
> Continue to build a good internal track re-
cord of trying to do the right thing. Focus on actions
such as training staff, updating policies, and internal im-

promptu reviews of staff compliance, says Ruelas.

> Learn from other organizations’ best prac-
tices. Despite the pessimistic picture the survey paints,
“realize that some hospitals are getting it right,” says
Ruelas. Network with peers and develop a rapport with
similar organizations to facilitate the sharing of effective
practices. Cultivating relationships can lead to genuine
lessons learned, he says.

> Be prepared to respond to data breaches
beforehand. This advice comes from Rick Kam, president
and cofounder of ID Experts, the Portland, OR, company that
sponsored the Ponemon Institute study. The company’s focus
is data breach solutions.

Notably, 60% of survey respondents experienced more
than two data breaches during the previous two years,
with an average of 2.4 data breaches.

Healthcare organizations need to have an incident re-
sponse plan and have tools—such as data loss prevention
tools, breach detection capabilities, and firewalls—in place
to handle a breach, says Kam. A majority of organizations
(63%) said it took between one and six months to resolve
data breach incidents.

Don’t wait for a breach to happen and be forced to
scramble to find organizations or professionals to help

> continued on p. 4
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Seven tips to improve your organization (cont.)

you, Kam advises. “Find your friends early,” he says. For
instance, if you need to send out letters notifying patients
of a breach or set up a call center to answer patient ques-
tions, you should already have a process in place.

> Conduct a security audit. There is a growing

breach insurance industry, says Kam. These companies

often require healthcare providers to conduct a security
audit to help mitigate their risks and get a discount on
premiums, he says.

A security audit can help you determine where your
organization is most at risk when it comes to data

breaches.

The most likely reasons
for data breaches

The biggest areas of vulnerability for a data breach to occur:

Inadequate budget

for security and 51%
privacy
Lack of trained staff 49%

and end users

Insufficient
assessments for risk

Lack of governance
and leadership

Lack of policies and
procedures

Lack of enabling
security technologies

Lack of manual
controls

The nature or root causes
of patient data loss or theft

Source: The Ponemon Institute, Benchmark Study on Patient Privacy

and Data Security, November 2010.

Primary causes of data loss or theft:

Unintentional action 52%

Lost or stolen
computing device

Third-party snafu

Technical systems
problem

Criminal attack

Malicious insider

Intentional
nonmalicious action

Source: The Ponemon Institute, Benchmark Study on Patient Privacy

and Data Security, November 2010.

Level of confidence in ability to detect data loss or theft

Confident
31%

Little confidence
35%

Level of confidence in an organization's ability to detect all patient data loss or theft:

Source: The Ponemon Institute, Benchmark Study on Patient Privacy and Data Security, November 2010.

Very confident
11%

— No confidence
23%
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HIPAA Q&A
Q&A: Intake and output records; Kaizen events involving
the public and inviting them into psychiatric ward

by Mary D. Brandt, MBA, RHIA, CHE, CHPS Continuous improvement of processes is important

. . . . in healthcare, as in other industries, but you must
0 Our nursing staff continues to tape patient intake . .
. . . balance the need to involve public members of the
and output sheets outside of patient rooms in ) ) i ) ) )
. . . team with the patient’s right to privacy, particularly in
our hospital. | have spoken to the director of nursing

a sensitive area

several times about this situation to no avail. Since Stick ith basi
such as psychi- ickers wi asic

only the back side of the form is visible and the forms Nt e o U N

. ey ATy . . atric care.
don’t contain patient identification, she believes this “high fall risk,” are also
- N . Some health- ’
is not a HIPAA violation. Also, the nurses put stickers appropriate since they
H "W s - s " u ”n Care Settings
with “high fall risk,” “NPO,” “NPO for surgery,” etc., . " contain the minimum
adhere to the
on the outside of the patient doors. Are these prac- amount of information
. practice of ob- .
tices acceptable? needed for patient care/

taining written sa fety.

) consent from
AW Yes, these practices are acceptable. In the first case, ) ) o o
. ] ) patients for outside observers, but this is not practical in
the intake and output records are de-identified o . . )
) i . ] psychiatric emergency and inpatient settings. Instead,
since they do not contain patient names or other iden- o ) )
] ] o ) you may need to limit actual observation of patients to
tification. For a patient in a private room, an observer .
. ) staff members. Public members of the team could par-
could certainly assume the form belongs to the patient o ) . ) . . .
] o ) ticipate in subsequent discussions in which staff describe
in the room, but this information does not tell any- i )
) ] ) ] ) ) ) their observations or even role-play the events they
thing about the patient’s diagnosis. Stickers with basic ) ) ) )
. . . . . observed. This would allow for broad input into the im-
information, such as “high fall risk,” are also appropri- ) S ) )
) ) o ) provement process without violating patient privacy. i
ate since they contain the minimum amount of infor-

mation needed for patient care/safety. ) ) )
Editor’s note: Brandt, vice president of HIM at Scott &

White Healthcare in Temple, TX, answered these questions.

0 During a Kaizen event involving mental healthcare, ) . ) . .
She is a nationally recognized expert on patient privacy,

how can we invite public members of the Kaizen . . ) )
information security, and requlatory compliance, and her

t into th hiatri di tient set- .. . . .
eam Into the psychiatric emergency and inpatient se publications provided some of the basis for HIPAA's privacy

tings for observation purposes related to the Kaizen? .
regulations.

a Kaizen (Japanese for “improvement”) is a philoso- Relocating? Taking a new job?
phy that focuses on continuous improvement of

processes. Originally applied to manufacturing and en- If you're relocating or taking a new job and would like

. . . to continue receiving BOH, you are eligible for a free trial
gineering, it has been expanded to healthcare and oth- o J Y ) d ] )
subscription. Contact customer service with your moving

er industries. A Kaizen event is designed to address a i .
information at 800/650-6787.

particular issue over the course of a week.
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HITECH Security Advisors offers tool to assess compliance
with federal law; providers must analyze their needs first

by Chris Apgar, CISSP

It appears OCR and state attorneys general will be
taking a more serious approach to enforcing HIPAA and
HITECH. It’s essential that covered entities (CE) and
business associates (BA) who haven’t begun a securi-
ty compliance review do so. This is a requirement of the
HIPAA Security Rule evaluation standard.

Also, healthcare professionals and hospitals poten-
tially eligible to take advantage of meaningful use stimu-
lus dollars are required to closely examine their security
risks as a condition of funding eligibility.

HITECH Security Advisors, LLC, developed a simple
but thorough HIPAA/HITECH compliance assessment
(evaluation) tool that fits the needs of small to medium-
sized organizations. The HIPAA Assessment Toolkit™ is
easy to use and addresses the regulatory requirements
of the HIPAA Security Rule and new security-related
HITECH requirements. It is currently Microsoft® Excel®
spreadsheet-based and is expected to move this quarter
(first quarter of 2011).

The tool walks users through security compliance
requirements; users completing the assessment
rank compliance with HIPAA and HITECH security
requirements. Compliance is measured as fully
compliant, partially compliant, or not compliant.

Data collected can be used to develop management
reports. Another important use is development of
compliance mitigation plans.

This tool addresses security compliance only. A sig-
nificant advantage of the security assessment tool is it
addresses one of the most common and critical com-
pliance failings of CEs and BAs: the generation of re-
quired documentation. The assessment tool documents
where action is necessary and can help users develop
documentation that entities have mitigated compliance

violations.

© 2011 HCPro, Inc.

Because the tool addresses security compliance only, it
should be used in conjunction with a privacy compliance
assessment tool. HIPAA and HITECH privacy requirements
for CEs and BAs differ.

The tool includes solid reference information and
a crosswalk to the National Institute of Standards and
Technology standards. This information is helpful with
respect to compliance with various HIPAA Security Rule
standards. This is important because a certain level of
understanding of security requirements should be man-
datory for any security officer.

The assessment tool is cost-effective and easy to use.
It has a low price point that fits within the budget of
small to medium-sized CEs and BAs. However, it can’t
accommodate the necessary data collection and analysis
required for larger and more complex organizations. The
tool addresses federal regulatory security requirements,
but it doesn’t address state-specific requirements, federal
security requirements other than HIPAA and HITECH, or
more stringent industry practices.

The tool is not sophisticated enough to fully account
for what can be called subsets of the HIPAA Security Rule
requirements. Such requirements would included ad-
dressing remote access security, encryption of data at rest,
multi-factor authentication, and other more stringent or
broader requirements that need to be addressed by larger
and more complex healthcare organizations.

The tool does not include the level of detail necessary
when accounting for differing security practices across
a large organization, such as a large healthcare delivery
system or health plan. Depending on the organization,
differing practices may be appropriate depending on the
operational requirements of departments and associated
facilities.

This is a simple, cost-effective, and worthy tool for

small to medium-sized healthcare organizations interested

For permission to reproduce part or all of this newsletter for external distribution or use in educational packets, contact the Copyright Clearance Center at www.copyright.com or 978/750-8400.
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in assessing and documenting HIPAA and HITECH secu-
rity compliance. Taking time for a demonstration before
investing in the complete version of this tool is advisable.
Healthcare organizations can learn more about the tool

at http://hipaasecurityassessment.com.
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HITECH Security Advisors, LLC, also markets a risk
analysis tool and other compliance tools that are separate
from the HIPAA Assessment Toolkit. These tools were not
evaluated for this month’s “Product watch” but are worth

checking out. i

Large patient information breaches double since July 2010

The number of entities reporting breaches of unse-
cured PHI affecting 500 or more individuals has reached
the 200 mark.

As of press time early December, 2010, the number of
entities reporting the egregious breaches to the govern-
ment’s HIPAA privacy and security enforcer hit 197.

The number of entities—Ilisted on the OCR breach
notification website—has almost doubled since July,
when the number hit 107.

In the past five months, 93 new reports have sur-
faced—an average of 18.6 per month. That’s a higher
pace than the 15 per month during the first five months
after OCR launched the website.

The list is required by HITECH, the American Recov-
ery and Reinvestment Act of 2009 privacy subpart that
includes greater breach notification requirements, more
public scrutiny, and increased fines for HIPAA privacy
and security violations.

The reporting requirement is included in the interim
final rule on breach notification, which became effective
September 23, 2009, and was still under review as of
presstime in December 2010.

Laptops are still the No. 1 location of breach infor-
mation on the list, accounting for 55 of the 197 reports
(27.9%). Other locations in which breaches occurred are
paper records (41 reports), desktop computers (32), and
portable electronic devices (29).

In addition to filing a report with OCR on breaches
affecting 500 or more individuals, the requirements
also include:

» Notice to next of kin about breaches involving pa-

tients who are deceased

© 2011 HCPro, Inc.

» Notice to patients alerting them to breaches “without
unreasonable delay,” but no later than 60 days after
discovery of the breach

» Notice to covered entities (CE) by business asso-
ciates (BA) when BAs discover that a breach has
occurred

» Notice to the secretary of HHS and prominent media
outlets about breaches involving more than 500 pa-
tient records

» Notices to include what happened, the details
of the unsecured PHI that was breached, steps
to help mitigate harm to the patient, and the CE’s
response

» Annual notice to the secretary of HHS 60 days
before the end of the calendar year about unse-
cure PHI breaches involving fewer than 500 patient

records

The top two breaches with the largest number of af-
fected individuals are:
» AvMed, Inc., of Florida
— Approximate number of individuals affected:
1,220,000
— Date of breach: December 10, 2009
— Type of breach: Theft
— Location of breached information: Laptop
» Blue Cross Blue Shield of Tennessee
— Approximate number of individuals affected:
1,023,209
— Date of breach: October 2, 2009
— Type of breach: Theft

— Location of breached information: Hard drives il
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Social media: Balance the benefits and risks

Social media and networking have created a dilemma
for many healthcare organizations: They carry both
benefits and risks.

But with people increasingly using social media
websites—blogs and social networking sites such as
Facebook, Twitter™, and YouTube—for business and
personal communications, healthcare organizations
can’t bury their heads in the sand.

“Any organization that’s communicating with the
public needs to address social media. It’s not something
you can ignore. It needs to be part of your strategy
going forward,” explained Phyllis Patrick, MBA,
FACHE, CHC.

Patrick and her business partner, Angel Hoffman,
RN, MSN, cofounders and managing directors of the
AP Health Care Compliance Group, which has offices in
Pittsburgh and Purchase, NY, spoke about the use of so-
cial media at the HIPAA Summit West October 5, 2010,

in San Francisco.

A search for balance

Social media is now the No. 1 use of the Internet,
author Bill Tancer, general manager of global research
at Hitwise, an Internet tracking company, wrote in his
book, Click: What Millions of People Are Doing Online and
Why It Matters.

However, healthcare organizations must balance the
rewards of social media with the need to keep medical
information confidential, said Hoffman. Healthcare or-
ganizations worry about patients’ PHI or pictures being
posted on the Internet or staff members blogging about
patients they cared for, she said.

On the other hand, there are corporate benefits from
social media. Organizations are using it for marketing,
including advertising, patient relations, and connecting
with consumers. There are also human resources uses,
such as recruiting new employees and even conducting
informal background checks on job candidates by check-

ing sources like Facebook, Hoffman said.

© 2011 HCPro, Inc.

Organizations need to consider the risks of using social
media, establish policies, educate staff, and have sanc-
tions in place for violations, Hoffman said. Your employ-
ees need to know what is acceptable behavior, and you

should write that right into your code of conduct, she said.

Risk scenarios to consider

Organizations should think about several risk scenari-
os and security issues as they formulate an approach and
policies regarding social media, said Patrick. Consider the
following:
» E-prescribing
Patient portals, including direct portals
Communications with providers
Provider portals
Alerts to providers
Alerts to patients
Consultation/referral services
Results delivery, such as from tests or imaging
Partners/vendors without HIPAA responsibilities
Public health surveillance systems
Syndromic surveillance systems
Public health emergencies

Bioterrorism events

YYYYVYYYYYVYVYYVYY

Patient consent issues

You should consider each one of these types of
communication to be exchanges of health information
as you put together your policy and ensure the security
of data and resources when it comes to social media,
said Patrick.

“Social media should appear on your risk matrix
when you do a risk assessment,” she said.

Patrick advised organizations to do a reality check in
terms of what is happening with social media. Forbid-
ding employees from accessing social network sites may
not be the answer. It isn't enough for organizations to
say, “ ‘This won’t happen if we forbid it.” That is not go-

ing to work—it is happening,” she said.
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When it comes to restricting or enabling social media
use, “I would say you should be looking at ways to en-
able it,” Patrick said.

In devising a security strategy that fits your use of
social media, organizations should keep in mind that
growing research, such as that by the 1105 Govern-
ment Information Group, suggests that many security
vulnerabilities are not the result of failures of technol-
ogy, but failures of human resources and leadership,

Patrick said.
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Some experts are advising that organizations
adopt two policies—one that addresses expectations
and boundaries for workforce members, and a second
addressing operational guidelines for social media
workers and others, such as those in marketing, said
Patrick.

For an example of a social media policy, check out
the one available on the Vanderbilt University Medical
Center website, Patrick said. You can find the policy at

http://tinyurl.com/2w3w7nq. B

Social media best practices checklist

When approaching the topic of social media use, there are
some important questions healthcare organizations need to
answer, said Phyllis Patrick, MBA, FACHE, CHC. Patrick
and her business partner Angel Hoffman, RN, MSN, co-
founders of the AP Health Care Compliance Group, put to-
gether the following checklist:

[ Is your primary interest restricting or enabling the use
of social media?

(1 Does your organization view social media as a highly
effective information gateway?

(d Have you asked your workforce how the organization
can take advantage of the benefits of social media and
avoid the pitfalls?

[d Have you developed a strong business case for social
media use, supported at the appropriate level for each
department/functional area, considering the organiza-
tion’s mission, vision, and values; possible threats; tech-
nical capabilities; and potential benefits?

(d Does your IT staff understand that the goal should not
be to say “no” to social media, but to follow good
security guidance, with effective and appropriate
security and privacy controls?

(d Does your organization have a policy addressing
social media?

[ Does the policy reflect the viewpoints and needs of vari-
ous stakeholders (e.g., patient care, research, education)?

(J How does the policy support the mission, vision, and

values of your organization?

J How does the policy affect your relationship with busi-
ness partners and vendors/contractors?

d How do you conduct training on the appropriate use
of social media (on- and off-site)? Are you including
appropriate use of social media in your overall security
and privacy awareness training program?

d How will you capture social media traffic and audit,
analyze, and use it for security and privacy investiga-
tions, as appropriate?

(J Have you reviewed the Financial Industry Regulatory
Authority’s (FINRA) Regulatory Notice 10-06, Guidance
on Blogs and Social Networking Web Sites, to determine
its applicability to your organization and how you
might use its recommendations to strengthen your or-
ganization’s social media program? (Note: FINRA pro-
vides guidance on the responsibilities of companies to
supervise the use of social networking sites. You can
find the guidance at http://tinyurl.com/yexukyv.)

d How does your organization plan to use social media to

generate new strategies, engage, and learn?

Questions? Comments? Ideas? %

Contact Sr. Managing Editor
Dom Nicastro

Telephone 781/639-1872, Ext. 3413

E-mail dnicastro@hcpro.com
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Sample policy

The Vanderbilt University Medical Center’s social media policy

Editor’s note: Consider adapting these policy and procedure guidelines to fit your organization’s needs.

Social media policy and guidelines
I. Outcome goal

To provide guidelines outlining how Vanderbilt University Medical Center (VUMC) supports institutional communication
goals.

II. Policy

VUMC offers support of institutional communication goals and provides social computing guidelines for VUMC faculty,
staff, and students engaging in online discourse and identifying themselves with VUMC.

This policy is not intended for Internet activities that do not associate or identify a faculty or staff member with VUMC, do

not use Vanderbilt e-mail addresses, do not discuss VUMC, and are purely about personal matters.

IIl. Definitions

Content owners, for the purpose of this policy, are those assigned the responsibility of maintaining, monitoring, and mod-
erating a VUMC social media platform. Official communications refer to those done in VUMC's name (e.g., a Vanderbilt Heart
Facebook page).

A. Content owner: Assigned by department as the individual responsible for monitoring and maintaining Web
content.

B. Moderator: Assigned by content owner and/or department as the individual responsible for moderating comments
and postings by internal and external users, including deleting comments and postings that do not meet the criteria
set forth in this policy.

C. Social media platforms: Technology tools and online spaces for integrating and sharing user-generated content in
order to engage constituencies in conversations and allow them to participate in content and community creation.

Examples are Facebook, Twitter™, LinkedIn, and YouTube.

IV. Specific information
A. Official institutional Web 2.0 communications
1. Because of the emerging nature of social media platforms, these guidelines do not attempt to name every current

and emerging platform. Rather, they apply to those cited and any other online platform available and emerging in-
cluding social networking sites and sites with user-generated content. Examples include but are not limited to:

. YouTube

. Facebook

. iTunes

. LinkedIn

. Twitter

Blogs

Q ™ o o 0 T 9o

. Social media content that is hosted internally and protected by VUNet ID/password

Source: Vanderbilt University Medlical Center. Reprinted with permission. For the full form, go to http://tinyurl.com/2w3w7nq.
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Briefings on HIPAA 2010 index

Breaches

Are there other risks you need to worry about? Stolen
camera creates privacy breach for Arkansas hospital.
Dec., p. 5.

Beware: Laptop computers create a major risk. June, p. 1.

Case involving breaches of PHI worth watching.

April, p. 11.

Cost of healthcare security; Report: Breaches on OCR
website add up to nearly $1 billion for entities.
Oct., p. 1.

Follow HITECH and state notification requirements.
Oct., p. 11.

Hospital: Former employee had access to current system.
June, p. 6.

Learn from other healthcare organizations’ mistakes:
Review the top breaches of 2009 and how you can
prevent the same at your facility. Feb., p. 3.

Lesson learned: Protect PHI when staff member leaves.
June, p. 7.

Prepare to respond to breaches of privacy. Dec., p. 1.

Prepare your organization to respond appropriately if a
breach of unsecured PHI occurs. July, p. 6.

Theft or loss of paper records, desktop computers put
organizations at risk. Aug., p. 1.

When is it a PHI breach or an internal incident? Oct., p. 7.

Business associates

Ensure that your business associates comply with
HITECH security and privacy. March, p. 1.

HIPAA proposed rule extends compliance to BA sub-
contractors; BAs liable for subcontractor breaches.
Aug., p. 7.

HITECH compliance deadline one month away. Jan., p. 4.

Case studies

Cascade official shares lessons learned from CMS HIPAA
security audit. April, p. 1.

Safeguard portable devices with education, policies:

Create a training guide for your employees. July, p. 1.

© 2011 HCPro, Inc.
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Compliance tips

Getting it all done when you're a solo act. Sept., p. 1.

HITECH, major settlements, EHRs, and more: Looking
back on 2009, ahead to 2010. Jan., p. 1.

New regional privacy advisors provide guidance and
education for covered entities and business associates.
March, p. 4.

OCR flags copier vulnerabilities, laptop computers.
Dec., p. 11.

Ten tips for training your workforce to be HIPAA ready.
Nov., p. 4.

Use these cost-effective ways to ensure compliance.

May, p. 1.

HIPAA Q&As

Business associate requirements, audit log retention
periods, and more. Feb., p. 6.

Business associates are still business associates; HITECH
includes new criminal penalties. Sept., p. 8.

Census disclosures may violate HIPAA; consider sign-in
sheet alternatives in waiting area. June, p. 9.

Clipboard permissible but not best sign-in option.
May, p. 5.

Compliance with cameras in rooms; requesting donor
information; access to records and legalities. Oct., p. 9.

Give media limited patient information; HITECH protects
paper PHI in addition to electronic information.
April, p. 8.

Insurance company requests, privacy practice acknowl-
edgments, and breach notification. Dec., p. 9.

Physicians, managed care, risk assessments, and more.
Jan., p. 10.

Posting resident names and pictures, disclosing minors’
PHI to parents, and unencrypted e-mails. Nov., p. 8.
Review patient authorization before responding to attor-

neys; state law sometimes preempts HIPAA. July, p. 9.
Terminate contract if vendor denies records request;
patient also can be liable for lost records. March, p. 7.

> continued on p. 12
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2010 index

< continued from p. 11

HITECH Act Product watch

Accounting for disclosures from EHRs: What you need Consider Axway solutions to help secure PHI. July, p. 11.
to know to comply with HITECH requirements. Consider SenditCertified to help ensure secure PHI
Sept., p. 11. transmissions. Feb., p. 8.

Adapt HIPAA internal sanctions policy to comply Look at the fine print to ensure protection backup services;
with HITECH; consider penalty tiers for violations. watch for HIPAA-compliant promises. Nov., p. 10.
March, p. 10. Pre-test security application compatibility, effectiveness

De-identification standard moves to forefront at OCR. before purchase; HIPAA compliance at stake: Kaspersky
May, p. 7. Mobile Security 7. May, p. 9.

A final checklist to help meet the HITECH deadline. SunGard strong in disaster recovery planning. Sept., p. 9.
Feb., p. 1. Take a secure trip to Aruba’s wireless solution. March, p. 6.

HCPro survey: Breach notification requirements are

top HITECH challenge; BA contracts also a concern. Security

May, p. 10. CMS offers five solutions to help address inadequate
HITECH creates new privacy challenges for healthcare or- HIPAA Security Rule-required policies and procedures.

ganizations; individuals gain stronger rights. Nov., p. 11.

Aug., p. 4. Failure to conduct risk assessment is risky business.
Waiting for the final rule? Here’s a checklist to prepare. April, p. 6.

Sept., p. 4. Use this checklist to help evaluate your organization:

How does your information security program stack

For discount bulk rates, call toll-free at 888/209-6554. Q Please bill my organization using PO #
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Medical identity theft up? Aug., p. 9.
FTC delays Red Flags Rule enforcement to December 31.
July, p. 12. Social networking
Proactive training: Educate staff members, patients in Assess privacy vulnerabilities for social networking sites.
fight against medical identity theft at your facility. Jan., p. 7.
Feb., p. 9. Get ‘social’—but address privacy concerns. Nov., p. 1. i
BOH Subscriber Services Coupon Your source code: NOOO1 :
1 O Start my subscription to BOH immediately. Name :
1 1
: Options No. of issues Cost Shipping Total Title :
1 - 1
1 U Print & Electronic | 12 issues of each | $349 @owre) | $24.00 Organization i
1 Address 1
1 1 Electronic 12 issues $349 (BoHE) N/A 1
City State ZIP :
Order online at Sales ‘taX _ Phone Fax !
www.hcmarketplace.com. (see tax information below)* - H
Be sure to enter source code Grand total E-mail :i:i’dress !
NO001 at checkout! — - 1
Q Payment enclosed. 1 Please bill me. :
i
1
1
1
1
1
1
1
1
1
1

Mail to: HCPro, P.O. Box 3049, Peabody, MA 01961-3049 Tel: 800/650-6787 Fax: 800/639-8511 E-mail: customerservice@hcpro.com Web: www.hcmarketplace.com

© 2011 HCPro, Inc. For permission to reproduce part or all of this newsletter for external distribution or use in educational packets, contact the Copyright Clearance Center at www.copyright.com or 978/750-8400.



A supplement to Briefings on HIPAA

Tips from this month’s issue

Prl

Ponemon study (p. 1)

1.
2.

Focus on creating better security.

Implement safeguards to protect the data in one
very high-risk area: transportable devices, such as
laptop computers.

Recognize that a lost or stolen computing

device was the No. 2 cause of theft or loss of pa-
tient data (41 %), topped only by unintentional
action (52%) in the November 2010 Ponemon
study.

Organizations should rethink their position on
their security practices if they haven’t already
done so.

Be more proactive and robust with respect to audit-
ing; 41% of organizations surveyed discovered a
data breach as the result of a patient complaint.
Take advantage of the study’s results when you
need to justify the cost of implementing PHI
safeguards.

Realize that hackers who attack your PHI from the
outside and employees who can do damage on the
inside can cause significant financial damage to
your healthcare organization. Damage can occur
in various ways:

— Data theft

— Infection of systems with viruses

— Advertent or inadvertent data corruption

— Loss of backup tapes necessary to recover from a

disaster or data loss

BOH, P.O. Box 3049, Peabody, MA 01961-3049

10.
11.

12.

13.

14.

15.

1e.

A training tool
for healthcare staff

January 2011

Ensure that your organization’s leaders recognize
the serious harm to goodwill, reputation, and
community standing that can occur as the result of
a data breach.

Continue to build a good internal track record of
trying to do the right thing. Focus on actions such
as training staff, updating policies, and internal
impromptu reviews of staff compliance.

Learn from other organizations’ best practices.
Network with peers and develop a rapport with
similar organizations to facilitate the sharing of ef-
fective practices. Cultivating relationships can lead
to genuine lessons learned.

Be prepared to respond to data breaches before-
hand; 60% of survey respondents experienced
more than two data breaches during the previous
two years, with an average of 2.4 data breaches.
Healthcare organizations need to have an incident
response plan and have tools—such as data loss
prevention tools, breach detection capabilities,
and firewalls—in place to handle a breach.

Don'’t wait for a breach to happen and be forced to
scramble to find organizations or professionals to
help you.

If you need to send out letters notifying patients of a
breach or set up a call center to answer patient ques-
tions, you should already have a process in place.
Conduct a security audit. Breach insurance

companies often require healthcare providers to

Phone: 781/639-1872  Fax: 781/639-2982



17.

conduct a security audit to help mitigate their risks

and get a discount on premiums.
A security audit can help you determine where
your organization is most at risk when it comes

to data breaches.

Social media (p. 8)

18. Ask these questions when it comes to creating a

social media outlet for your facility:

— Is your primary interest restricting or enabling
the use of social media?

— Does your organization view social media as a
highly effective information gateway?

— Have you asked your workforce how the organi-

zation can take advantage of the benefits of social
media and avoid the pitfalls?
Have you developed a strong business case for so-

cial media use, supported at the appropriate level

for each department/functional area, considering

the organization’s mission, vision, and values;

possible threats; technical capabilities; and poten-

tial benefits?

— Does your IT staff understand that the goal
should not be to say “no” to social media,
but to follow good security guidance, with ef-
fective and appropriate security and privacy
controls?

— Does your organization have a policy addressing

social media?

— Does the policy reflect the viewpoints and needs

of various stakeholders (e.g. patient care, research,
education)?

How does the policy support the mission, vision,
and values of your organization?

How does the policy affect your relationship
with your business partners and vendors/
contractors?

How do you conduct training on the appropriate
use of social media (on- and off-site)? Are you
including appropriate use of social media in your
overall security and privacy awareness training
program?

How will you capture social media traffic and
audit, analyze, and use it for security and privacy
investigations, as appropriate?

Have you reviewed the Financial Industry Regu-
latory Authority’s (FINRA) Regulatory Notice
10-06, Guidance on Blogs and Social Network-
ing Web Sites, to determine its applicability to
your organization and how you might use its
recommendations to strengthen your social
media program? (Note: FINRA provides guidance
on the responsibilities of companies to supervise
the use of social networking sites. You can find
the guidance at http://tinyurl.com/yexukyv.)

How does your organization plan to use social
media to generate new strategies, engage, and

learn?

Privacy and Security Primer is a monthly, two-page Briefings on HIPAA insert that provides
background information that privacy and security officials can use to train their staff. Each month,
we discuss the privacy and security regulations and cover one topic. January 2011.
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