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Remain aware of NIST encryption standards, however, 

because encryption requirements may change in the 

future. This can occur because the definition of secure 

electronic PHI, which relates directly to NIST encryption 

standards, is subject to periodic updates that address tech-

nology changes and new security threats. n

Editor’s note: Apgar is president of Apgar & Associates, LLC, 

in Portland, OR. He has more than 17 years of experience in 

information technology and specializes in security compliance, 

assessments, training, and strategic planning. He is a board 

member of the Workgroup for Electronic Data Interchange.

(depending on how covered entities intend to comply 

with this new requirement)

➤➤ The statutory requirement that BAs comply with the 

HIPAA security rule and the privacy rule’s use and 

disclosure provisions

Would use of an operating system with 128-bit 

encryption satisfy the definition of secure electronic 

PHI for data at rest?

 The PHI currently would be considered secure pursu-

ant to the interim final rule on breach notification. 

HIPAA Q&A < continued from p. 9
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Audits/compliance

Anesthesia audits require prior research, expertise. 

May, p. 6.

Auditors: Watch out for coding compliance issues. 

Sept., p. 4.

Avoid denials and lost revenue with audits. Aug., p. 8.

California’s hospital quality data reporting success.  

July, p. 9.

Do it yourself: Risk assessments can be an in-house 

project. July, p. 6.

Don’t forget about Medicaid. 2009 OIG Work Plan high-

lights compliance concerns. April, p. 11.

ED auditing includes many components. June, p. 10.

E/M service claims. May, p. 4. 

Get administration, board members on board with com-

pliance program. April, p. 1.

Increased focus on quality calls for more queries. Jan., p. 8.

Mark Stark compliance as priority this year. April, p. 7.

Medical necessity an important element of audits.  

June, p. 4.

MS-DRGs are on the OIG’s radar. Feb., p. 5.

NY Medicaid agency lays out eight elements of compliance. 

July, p. 3.

No compliance worries here. Feb., p. 1.

OIG illustrates five principles of compliance. July, p. 1.

Prepare for new OSHA, Joint Commission standards. 

April, p. 5.

Quality control, compliance in the genomics era. Feb., p. 6.

Quality of care is top priority in 2009. Jan., p. 3.

Risk and reward: Assess vulnerabilities now; avoid 

breaches later. July, p. 4.

Sample audit checklist. Oct. p. 10.

Sample Medicaid audit tool. March, p. 11.

Start blending quality with compliance. July, p. 3.

Billing

CMS clarifies outpatient ‘observation services.’ Nov, p. 11.

Create a compliant on-call payment model. March, p. 1.

Stop readmissions when you can. Sept., p. 7.

The ZPICs are coming: Make sure your billing is in order. 

Oct., p. 3.

Coding

Mark your calendar for ICD-10. April, p. 3.

Modifier -59: Reduce risk, receive correct reimburse-

ment. Nov., p. 9.
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Use productivity benchmarks to set coding standards. 

Dec., p. 1.

Contracts

BA agreements: Consider additions to new contracts. 

July, p. 7.

Boost negotiating power with these tips. Dec., p. 7.

New BA requirements call for new contract language. 

Nov., p. 6.

Ethics

What would you do? Know your ethical obligations. 

Oct., p. 7.

HIPAA compliance

Address data encryption in 2009. March, p. 6.

Comply with PCI DSS. March, p. 8.

Create a culture of HIPAA compliance. Sept., p. 1.

Experts: Electronic health information exchange guid-

ance just a framework for successful compliance. 

June, p. 7.

Experts: Expect more enforcement as Office for Civil 

Rights role expands. Nov., p. 1

Harm thresholds: Opportunity for CEs to be more ac-

countable for PHI, breach mitigation. Dec., p. 7.

HIPAA Q&A. Oct., p. 6.

HIPAA Q&A. Sept., p. 10.

HIPAA Q&A. Feb., p. 11.

HIPAA Q&A. Jan., p. 10.

HITECH Act: Experts weigh in. June, p. 1.

Interim final rule: Significant challenges for CEs, BAs. 

Nov., p. 3.

Major privacy breaches. How to respond to their unique 

challenges. Aug., p. 1.

Money, money, money: Privacy breaches get costly. 

Oct., p. 1.

Step up HIPAA compliance through auditing measures. 

Feb., p. 9.

Study: Hospitals far from having implemented EHRs. 

July, p. 8.

Tackle privacy training challenges in physician offices; en-

sure compliance with HIPAA guidelines. March, p. 3.

Laboratory compliance

Chargemaster maintenance is worth it. Jan., p. 5.

Tips to tackle safety problems in your lab. Dec., p. 4.

RACs

Nine lessons from RAC demonstration program. Aug., p. 11.

RACs are coming: Use these three strategies for success. 

May, p. 11.

Red Flags Rule

FTC moves Red Flags Rule compliance deadline to 

August 1. July, p. 10.

Compliance deadline is May 1. May, p. 1. n
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