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Chapter One

HIPAA Security Introduction
and Overview

What is HIPAA?

When Congress passed the Health Insurance Portability and Accountability Act of 1996 (HIPAA),
it included a major section entitled Administrative Simplification. This section requires the health-
care industry to streamline and simplify computer processing of electronic transactions—primar-
ily between providers and payers, involving claims, payments, and eligibility checking. As part
of this effort, it mandates standardized record formats and code sets for those transactions. This
will result in less customized processing for each different payer and, thus, lower processing and
software support costs to the industry, possibly leading to faster turnaround time on claims

submission and payment.

Congress anticipated that the healthcare industry would eventually process most (if not all) of
these transactions electronically. As the healthcare industry’s external business transactions
become increasingly electronic, the risks to patient privacy and security of information also
increase. Hence, Congress included in Administrative Simplification two new sets of regulations

to protect that data.

These two sets of regulations included a privacy rule and a security rule, both of which Admin-
istrative Simplification directed the U.S. Department of Health and Human Services (HHS)

to develop. On April 14, 2003, the privacy rule became an enforceable set of regulations. In
February of 2003, HHS released a final security rule and, as with the privacy rule, provider orga-
nizations subject to it (“covered entities”) have 24 months, or until April 21, 2005, until the secu-
rity rule becomes enforceable. That is, however, an artificial deadline because, based on existing

privacy rule requirements, providers already should have a security program in place.
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Administrative Simplification defines “covered entities” as all health plans, healthcare clearing-
houses, and healthcare providers that engage in certain electronic transactions. That definition
generally omits providers who do not submit insurance claims or who submit all claims on paper
(i.e., typically only nontraditional or very small provider organizations). If you need help determin-
ing whether your organization is a covered entity, see the HHS Centers for Medicare & Medicaid
Services (CMS) Web site (www.cms.hhs.gov) and type “covered entity” in the search window to

access its decision-support tool.

Although HIPAA does not define different types and sizes of provider organizations, this book is
primarily directed toward small healthcare provider organizations, which are characterized as

those with a

e single physical facility

e single primary software application vendor (excluding desktop software, such as
Microsoft Office)

e small, simple local network using a single network operating system (e.g., Windows NT

or Novell), with limited access to and use of the Internet and other large networks

Examples of such facilities include small physician practices, dental and vision offices, and
ambulatory physical therapy clinics. This book can also be helpful for small businesses, such as
transcription and billing offices, which are not covered entities themselves, but are business

associates of covered entities.

How security fits in

The concepts of privacy and security are closely related. The first, information privacy, addresses
each individual’s right to control his or her personal information. Privacy laws spell out the condi-
tions under which organizations may use personal information and the obligations of organiza-
tions to protect such data. HIPAA’s privacy rule specifies when a covered physician practice may
use protected health information (PHI)—essentially, any information about a patient that can be

tied to that patient—with and without that patient’s permission.

The second concept, information security, addresses the confidentiality, integrity, and availabil-

ity of PHI. Confidentiality means that only authorized individuals, with a legitimate work-related
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need, have access to PHI. Integrity means that the PHI can be trusted, and that it has not been
tampered with or otherwise inappropriately altered. Availability means that authorized individu-

als or computer processes are able to access PHI when they need to.

HIPAA’s privacy rule requires that covered entities ensure these three aspects of security, by
using administrative, physical, and technical safeguards (security measures), to protect PHI in all

forms (oral, written, and electronic). In this way, HIPAA intertwines privacy and security.

However, because the impetus for this rule came from the Administrative Simplification focus on
electronic transactions, the security rule only applies to PHI in electronic form (ePHI), a subset
of the PHI that is specifically protected under both the original HIPAA law and the privacy rule.
Although it is clear that organizations must take steps to protect all PHI, organizations are confused
about how to do it—and about which security protections must be in place now and which are

not due until 2005.

Regardless of technical due dates, most legal experts and information security professionals say
now is the time to address security protections for all PHI. There is enough overlap between the
two rules that if a security breach led to significant consequences, HIPAA penalties under the pri-
vacy rule could be imposed today. Further, enforcement actions from other government agencies
(e.g., the Federal Trade Commission), private lawsuits, and negative publicity will not wait for the

artificial deadline of 2005.

Therefore, covered entities have no reason to delay addressing security. Administrative security
mechanisms, security resources, and best-practice principles are readily available to those who
seek them. The healthcare industry has lagged behind other sectors in recognizing the need for

formal information security programs, and it will now need to catch up.

Physician practices should recognize the importance of security and understand that it is not

a one-time compliance project. Security will continue to evolve as new risks arise, as business
practices develop, and as HHS modifies its baseline standards. The government reserves the right
to make annual changes once rules are in force, and security experts expect it to use this right.
Therefore, physician practices should view their security efforts in that light, rather than as a race

to the finish line.
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HHS has stated that it will not be an accrediting body and that it does not intend to routinely
review covered entities’ compliance. However, if a complaint is filed with the Secretary of HHS,
there will be enforcement processes in place. Administrative Simplification provides both civil

and criminal penalties:

e civil penalties are for noncompliance with the Administrative Simplification rules
e criminal penalties are broadly for “wrongful disclosure” of PHI, with increasing fines and

prison time depending on the intent behind the wrongful disclosure

Although the privacy rule enforcement occurs within HHS’s Office for Civil Rights (OCR), secu-
rity issues and rule enforcement fall under HHS’s CMS division in the Office of HIPAA Standards.

HHS criminal complaints are turned over to the Department of Justice.

Although HHS authority is limited to covered entities, organizations such as physician practices
must impose contractual limits and obligations on their business associates (i.e., third parties with
access to a covered entity’s PHI) who are performing work on behalf of the covered entity. A
covered entity must require its business associates to protect PHI and only use and disclose PHI
in accordance with the limits of the contract between the two parties, and not in a way that

would be prohibited by the privacy rule.

How to use this book

This book will explain the security rule in detail and provide practical guidance to small physi-
cian practice offices for complying with the rule. View a complete copy of the security rule and

preamble, along with all the sample forms in this book, on the accompanying CD-ROM.

The rule is comprised of “standards” and “implementation specifications,” both of which are
defined in Chapter Two. Throughout this book, standards and their underlying implementation
specifications are clearly identified with the rule’s exact language and section reference. Each
standard and specification is followed by a discussion of its background and intent, which are
taken from the rule’s preamble and, in some cases, from the proposed security rule of 1998 and

other supporting documents. Each is also followed by practical tips on compliance.
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Compliance Step 1: Understand the security rule
When you gain a thorough understanding of the rule and its implications for your office, you take

an important first step toward compliance.

Note that the rule does not specify how an organization should meet each requirement. Because
healthcare organizations vary widely in size, complexity, technologies, and resources, the rule
provides wide flexibility in how you may comply with it. This flexibility makes compliance eas-
ier, but it also means that organizations have significant responsibility for understanding and liv-
ing up to the intent of the rule. For physician practices just getting started with security, there are

no black-and-white answers.

Compliance Step 2: Appoint an information security officer

Appoint an information security officer (ISO) who will take the lead in establishing the program and
have ongoing responsibility for it. If you have not yet established a security program, read this
book before you do to fully appreciate the scope and skills necessary for the person who fills that
critical role. Although information security involves technology, there is much more to the ISO
position than information technology (IT) knowledge. In a small office, this position is likely to

be a part-time role taken on by a person with limited technical expertise and other major duties
(similar to the privacy officer role in a typical office setting). Chapter Three includes further dis-

cussion on this position.

Compliance Step 3: Risk assessment

Once your designated ISO is well-versed in the security rule, he or she should begin assessing
your organization’s current risk. Whether your organization intends to set the gold standard for
your peers or expects a challenge in meeting even basic requirements, the rule requires that each

organization evaluate its own particular risks and take steps to mitigate them.

The following are two types of risk:
e Risk of noncompliance with HIPAA regulations and other laws

e Security risks to confidentiality, availability, or integrity of information
In general, if you are in compliance with regulations, you are expected to address security risk.

Addressing risk does not mean you have eliminated it. Risk is dynamic, and there is always some

risk to your information. Thus, all organizations should have mechanisms in place to monitor
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their risk. Both the rule and good security principles require you to have dynamic processes that

prevent, detect, contain, and correct security breaches.

After reading this book, you may worry that the work is overwhelming. But a comprehensive risk
assessment, which the rule requires, will give you an overview of your situation and spell out
which risks are a high priority, as well as those that can be addressed easily and promptly. This
assessment creates a blueprint for compliance work and sets the stage for planning the tasks,
deciding who will perform them, and determining what to budget. More information on the

assessment process can be found in Chapter Three.

Compliance Step 4: Develop your security program

The assessment and project-planning phase will set you on the road to compliance. It will also help
you determine which security measures should be currently in place and which measures can be
delayed. By initiating security planning and addressing high risks now, your practice will be less

likely to experience a security breach, and it will be in a better position to handle a legal challenge.

Some risks call for technical solutions that may not be available to you. For example, your soft-
ware vendor may not provide certain features yet, and other products may be beyond your budget
this year. (Note: Omitting security controls or technologies simply because they cost money is

not acceptable. However, a product’s cost should be appropriate for its benefit in risk reduction.)
You may choose to mitigate certain risks through compensating controls until you can address
them in a more robust manner. For example, if your software has weak password-management
features, but your vendor has promised to provide an upgrade next year, you may focus on
procedures and workforce training to compensate in the interim for that software shortcoming.

Document such decisions and compensating measures.
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Figure 1.1

Quick Start to Compliance

Compliance Step 1: Understand the security rule and information security

Take time to read the rule, including its preamble. Seek out additional resources, such as books,
audioconferences, seminars, and Web sites, to learn as much as possible about information secu-
rity and formal information security program principles and components. Continue to expand your
knowledge on an ongoing basis.

Compliance Step 2: Appoint your information security officer

Designate one person to become “security smart” and to lead your security rule compliance
effort. (See Chapter Three for more information about this role and desirable characteristics for
the individual who fills it.)

Compliance Step 3: Perform your initial risk assessment

Decide whether you can do this on your own or whether you will seek outside help. Determine
what tools and methodology you will use or what approach you will take to perform a reliable,
comprehensive assessment. After completing the assessment, review the resulting observations
(identified risks) and recommendations with your management. Plan and begin work to address
them.

Compliance Step 4: Develop your security program

If you are building your security program from the beginning, the outcome of Step 3 should be a
project work plan for both addressing the risks you have found and for building the components
of a sound information security program, as required by HIPAA.

Here are approximate timelines for the above compliance steps. They indicate the relative amount
of time each step is likely to take. Actual time will vary for each organization.

Month 1 Month 2 Month 3 Month4 Month5 Month 6

Compliance Step 1 =
Compliance Step 2 —
Compliance Step 3 ]

Compliance Step 4 I ——

HIPAA Security Made Simple for Physician Practices: Practical Compliance Advice for Small Offices 9



Chapter One

10

Layered approach

There is always some risk—it’s just a matter of degree. You don’t normally eliminate risk through
security measures; you lessen or mitigate it to an acceptable level for your organization. Security
risks are everywhere: in technology, in staff behavior, and in the physical environment. Thus,
security solutions come in many forms. Security professionals describe them as layers or strate-
gies, with each contributing to the overall security environment. The following approach to

access control illustrates an example of layered solutions.

Ensure that only authorized individuals have access to PHI. (Note: Access control is relative, not
absolute. Even if you take reasonable measures, there may still be a way for someone to “break
in” and gain access.) In an electronic environment, that goal is typically achieved through a
variety of administrative, physical, and technical mechanisms that might include the following

elements or layers:

* Use of firewalls

 Adherence to server-configuration standards

* Adoption and use of change control procedures
e Locking data centers and server rooms

e User authorization policies and procedures

e Workforce training about password management

In this layered approach, certain controls complement those that are deficient to provide a reason-
able and appropriate level of security. For example, if your vendor application-level security fea-
tures are weak, you may decide to compensate by more fully employing operating system-level

controls and providing enhanced user training.

Pitfalls to avoid

Once you learn what the security rule requires, assign someone to lead the security program, but

be aware of the following common pitfalls:
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* Avoid the urge to solve known security problems immediately. Sometimes it’s better to
wait until you have a complete assessment before taking action. You may find that solu-
tions are interdependent or you may decide that other security issues are more urgent and
deserve a higher priority based on staff or budget resources. By prematurely creating a
procedure to resolve one problem, you may miss an opportunity to take a better approach

that solves several.

e Avoid focusing exclusively—or even primarily—on technology. Much (if not most) of

security is administrative work, e.g., policies, standards, procedures, and training.

* Avoid letting technology dictate policy. Ideally, set policy first—with available technology
solutions in mind—and then implement the supporting procedures and technologies to fit

the policy.

* Avoid buying either the wrong technology or too much technology. Sometimes vendor
hype and technical gadgetry create a strong pull. Be sure you understand the problem to
be solved, and thoroughly investigate its impact and your options before investing in new
security technologies. Any technology you select should be the best solution for your

particular problem in your particular risk environment, keeping in mind your resources.

* Avoid underestimating the time and knowledge needed to achieve reasonable security. Your
ISO will need to take time to learn about information security principles and requirements
of the security rule, as well as to develop and implement ongoing security processes.

Others in the office also will need to take time periodically for security related tasks.

Notice that most of the above suggestions rein in technology spending. Healthcare organizations
on tight budgets can often achieve reasonable security without purchasing the latest technol-
ogy. Administrative controls, such as following procedures and providing workforce training, are
largely technology independent and basic security technologies (e.g., embedded password con-

trols, firewalls, anti-virus software) have become less expensive and more readily available.
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Documentation tips
The following are several general policy-and-procedure compliance tips to keep in mind:

* Organizations sometimes neglect to document policies and procedures. But besides being

required by the rule, clear and current documentation has true value that

- forces you to review processes that uncover gaps and inconsistencies, for which you
can design new solutions or protective countermeasures

- ensures that everyone understands the organization’s expectations

- ensures consistency (i.e., everyone performs the same process in the same manner)

- provides invaluable training tools for new members of the workforce

* In a small healthcare organization, such as a small office practice, a policy and its related
procedures may be combined into a single document called a standard operating proce-
dure (SOP). Such a document is typically brief and combines a policy goal with specific
procedures. The content of the SOP is important, and it must be documented and fol-

lowed by your workforce.

* When the security rule requires a policy, start by paraphrasing the rule. For example, the
following is a sample policy statement, using rule language that would satisfy the policy

requirement of the Contingency Plan standard and its underlying specifications:

“This organization shall have an overall contingency plan and supporting procedures
for responding to an emergency or other occurrence (for example, fire, vandalism,
system failure, and natural disaster) that damages systems that contain electronic pro-
tected health information and other confidential and proprietary data. This plan will
include procedures for data backup, procedures for periodic system criticality analy-
sis, a disaster recovery plan, an emergency mode operation plan, and procedures for

testing and revision of such plans.”
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A note about the layout of this book

HIPAA Security Made Simple for Physician Practices mirrors the structure of the HIPAA
security rule. Each chapter is divided into sections, and each section is identified by the
standard or implementation specification that is the subject of that section. The actual stan-
dard or implementation specification language is highlighted in bold at the start of each
section. The tab on the edge of each page identifies the standard or implementation specifi-

cation associated with that page.

Standard or Implementation
Specification title

N\

Security Awareness and Training

§ 164.308(a)(5) Required standard
“A covered entity must, in accordance with § 164.306, implement a security aware-

ness and training program for all members of its workforce (including management).”

Standard or Implementation
Specification text

HIPAA Security Made Simple for Physician Practices: Practical Compliance Advice for Small Offices
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