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How the theft occurred

Who took the information

Whether employees were at fault

The amount of information taken

The number and identity of affected patients

The type of information stolen

Soon after making these determinations, decide whom
you must notify and how you must do this. You’ll need
to consider state law, HIPAA, and the HITECH Act, says
Blustein. You also must ask yourself what the right thing
to do is, he says.

“You need someone in your organization who can
make these decisions quickly to avoid the bottleneck
problem,” says Blustein. “The concern is that often things
pile up and it takes too long to get approval and the notifi-
cation letter ends up sitting on an administrator’s desk.”

Also consider offering affected individuals free credit
monitoring for a specified time to help reduce the effect
of the identity theft.

“You want to do everything you can to protect your-

self and your patients,” says Blustein. “By monitoring
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credit and notifying the right people, you might be able
to cut off the use of their personal information before any

damage is done.”

The nature of the breach will help determine wheth-
er you want to amend your existing policies to be better
prepared, educate staff members with respect to preven-
tion, or implement more safeguards, says Blustein. Shore
up any documentation pertaining to the incident in case
there is an investigation, he says.

Even if you don’t experience a security incident, mon-
itor businesses and healthcare organizations in your area
that may have been affected, advises Mebane.

“You can't just roll out policies and be done with it,”
says Blustein. “The challenges are always changing, and
you need to be able to keep up with them.”

Ensuring uniformity throughout your organization is
important. “An organization should strive to ensure that
your clinic down the street should have the same poli-
cies and protection as the computer in your main lobby,”

says Blustein.
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