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HIPAA requires patient authorization for use and release of psycho-
therapy notes—even for treatment by another provider in the same
facility. Also, state laws often carve out speeial protection for mental

health information.

HIPAA and marketing
The privacy regulations generally prohibit the use of PHI for market-

ing purposes unless patients sign'a specific authorization. However,
there are a few exceptions. Physicians may discuss products and
services without authorization in face-to-face encounters and may

offer promotional gifts of nominal value such as pens and calendars.

Physicians are alsoifreetortalk to-patients:about treatment options or
their organization’s health=related products or services without ob-
taining an authorization. However, when you are referring patients for
treatment, you are required to disclose-any financial relationship you

may have with the organization.

Mailings to patients about third-party products and services—even
health-related—when the organization.dsreceiving direct or indirect
payment, is prohibited under the HITECH Act without prior author-

ization, except for prescription refills.
HIPAA forbids you to release PHI to a third party, such as a pharma-

ceutical company, for its marketing purposes without written authori-

zation. And sale of PHI is prohibited without patient authorization.
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HIPAA and fundraising

If you engage in fundraising for your organization, use of PHI to
reach out to patients is limited unless you have patient authorization.

You may use the following information without patient authorization:
« Patient name
o Address
o Phone number

« Dates of the healthcare provision, such as encounter date and

hospital stay'date

However, fundraising communication must inform patients how to
opt out of further such communication, and provider organizations
must treat an opt-out as a revocation of autherization. You may not
use clinical information, such as identifying patients who had recent
surgery, for fundraising; unless your facility has specific patient

authorizations that are time- or event-limited.

HIPAA and Security

Privacy and security are directly related. Many of the security
measures discussed here are'mechanisms used to protect privacy and
confidentiality. Security requirements apply to all PHI, including
data stored on hard drives, removabletorportable memory devices
(e.g., laptops and USB drives), and data sent over the Internet or

contained in e-mail.
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Security: What you can do
Your organization’s administrative, physical, and technical safeguards
intended to secure PHI are useless unless everyone cooperates. You

can contribute to information security by:

Properly managing your password
« Preventing the spread of viruses
+ Logging off your computer

+ Being aware of and responsible for any patient information

taken or accessed off-site

Security: What your organization must do

Your organization must take the following measures to safeguard PHI:
+ Monitor login attempts
+ Respond to information security incidents
+ Protect computers from viruses and malicious software

« Protect patient information that is removed from the facility or

accessed from off-site locations

+ Conduct random security audits.to ensure that only staft mem-
bers who need to know are accessing medical records and that
they are accessingionly the minimum amount of information

necessary to perform their jobs

22 © 2009 HCPro, Inc.



HIPAA Handbook for Physicians

« Use appropriate physical security measures such as door locks
o Have data recovery plans and downtime procedures
+ Educate staff members about security practices

» Have role-based access so staff members access only the

information they need to perform their jobs

Ways to protect physical security
Information security relies on technical measures such as passwords,
but physical security also-plays-an importantrole. The following

measures can help ensure physical security:

 Ensure that your computer monitor cannot be seen from public

areas, or use a privacy screen.
« Lock laptops and other portable devices when not in use.

 Secure disks, CDs, USB drives, and other storage devices

containing PHI in locked containers or cabinets.

« Follow your organization’s policies for turning off or logging

out of your computerwhen you leave your desk.

 Use the password-protected screensavers or keyboard-locking
capabilities available at your organization. Don’t attempt to

disable these features if installed on a computer.

o Practice commonsense security. Lock doors and desks

if appropriate.
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o Adhere to a clean-desk policy and secure all confidential papers
and electronic media in a locked container or cabinet before

leaving your arca.

o Shred paper containing confidential information, including

PHI, before throwing it-away:

Passwords and personaluser IDs
Organizations need to know who views and updates which informa-
tion. Everyone must have and use their own unique user ID (login ID

or login name) so computer systems can track every user’s activity.

Despite the apparent convenience of doing so, never allow anyone
to borrow your ID and password to log in to the computer system.
'This is a security violation, and you.will be responsible for the other
individual’s computer activity. Similarly, don’t ask others for per-

mission to use their IDs and passwords.

Case scenario #3: Log on, log off

You work in a facility that has computers in-patient rooms. And you
know that your facility has lots.of Ways to keep your computers secure.
You always log on with your own ID. You have a strong password that
you change regularly. Firewalls are in place. And an automatic screen-
saver pops up and suspends your accessif you step away for more than

a few minutes.
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The problem? The password-protected screensaver didn’t come on
soon enough. You 'step out of your patient’s room to grab something,

and you return to see the patient clicking around on your computer.

What should you do?

m First, always log off or lock the keyboard when leaving the

room, especially with a patient present. Don’t rely on a
password-protected screensaver that may not pop up right away. And
if your screensaver doesn’t require reentry of your password, you must
log off before leaving the room. If someone else accesses information
under your user ID, you will be held responsible, regardless of whether

it is a fellow staft member or a curious patient.

Also, be sure to tell your compliance, privacy, or security officer what
happened. HIPAA requires organizations to document and respond
to such security incidents.-Your information security officer may be
able to check to make sure the patient-didn’t-access other people’s
records or other confidential or restricted data. Plus, you don’t want
the compliance officer to accuse you of acCessing material you

shouldn’t have.

Tips and tricks to protect your password
Selecting a strong computer password——one that others can’t guess
easily—is an essential step in securingyour organization’s information.

Generally, you should choose a/jpassword that:
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o Includes letters and nu S

o Isn’t a personal name, special date, fictional character, or

real word

o Is composed of at least six character

o Incorporates upper- and lowercase letters if your system is

capable of supp

« Incorporates

ecial keybo

1 characters (such as #) if your

system perm

o Is difficult for others to guess, but easy for you to remember

Change your pas ularly. Doing so at least once every three

months is a good rule of t

Protecting against c iruses

A computer virus can destroy information

stored on your computer. And it can copy your passwords or PHI that

you store or send. Viruses are often tra d via e-mail attachments

or by visiting certain Web si
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Dos and don’ts for protecting against viruses

Dos Don’ts
Tell your IT department if you Don’t open suspicious e-mail
receive an unrecognizable or and attachments from unrecog-
suspicious e-mail orif-anun- nized senders.

familiar program appears on
your computer.

Follow your organization’s policy | Don’t uninstall any antivirus
for using antivirus software and applications installed on
keep it up to date. your computer.

Use your e-mail inja manner that | Don’t access unapproved per-

is consistent with your facility’s sonal e-mail accounts while
policies and procedures. you are at work. (Web-based
e-mail,.such as Hotmail® and
Gmail™. is convenient, but you
should use it only if your depart-
ment.approves.)

Unauthorized software

Music sharing and remote access software, games, and other programs
that you may want to install can disable your computer, threaten your
organization’s network,.and contain malicious software that would
allow hackers to access.your computer. Don’t install software on your

computer without permission from your IT department.

Make a special note of file types beforeropening them. Files that end
with “.exe” are executable files, or software programs. Viruses or

malicious software programs are often contained in downloaded
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executable files. Be especially cautious about opening these files

without permission from your technical support department.

Unauthorized hardware
Use similar precautions when installing hardware. Any device attached
to your organization’s network or your computer must be installed

with the appropriate security precautions in mind.

For this reason, you should connect devices such as computers and
servers to the network only if you have received permission to do so
from your technical support staff. The same rule applies for connecting

devices to your computer—via the USB port, for example.

E-mail security
Information that you send via e-mail generally is not secure. For that
reason, your organization has most likely adopted strict policies with

regard to how it transmits PHI electronically.

Your organization’s e-mail program may encrypt the information
before sending it, or you may have special Web-based tools for trans-
mitting patient informations'Some organizations ban the inclusion of
PHI in e-mail. Be sure you know and follow your organization’s

e-mail policy.
Encryption

Encryption simply imeans that information is coded or scrambled so

that anyone who lacks the “key” to read it cannot do so.
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Many organizations encrypt the data they store or transmit depending
on whether there is'a high risk that the information might be read by
an unauthorized individual. For example, PHI sent over the Internet
or stored on portable computers (e.g., laptops and USB thumb drives)
and disks is at a higher-than-average security risk. Many organizations

now require encryption in those circumstances.

Often, software programs that encrypt data operate invisibly to the
user. You need to know whether your organization requires you to

take steps to encrypt data.

Protecting PDAs and laptop computers

As a healthcare worker; youmay use a PDA;j such as iPhone™ and
BlackBerry®, or a laptop for.work-related tasks. But these devices
often contain PHI. The most frequentrisk when using small portable
electronic devices is the loss or theft of the device. Loss of equipment

and potential loss of data confidentiality are the unfortunate result.

Lock all portable devices in a drawer or briefcase when not in use. If
your device is stolen or lost, file an incident report with your facility as

soon as possible.

Tips for protecting PDAs and laptop computers

Use the following tips to protect PDAs and laptop computers:

» Don’t save PHI'on portable devices unless protected by a

password and encryption
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+ Avoid storing passwords and access codes on your PDA

o Back up information stored on your portable device if it’s

unique source data

o Pay special attention to portable media (e.g., disks, CDs, and
USB thumb drives) that you take off-site

o Lock portable devices and media in a secure container or

cabinet when not in use

Portable electronic medical devices

PHI is stored on more than just hand-held devices and laptops. Port-
able medical equipment may store electronic PHI, but it may also
store IV bags or medication wrappers containing PHI. Portable de-
vices may include EKG machines; ultrasound machines, Flexsig

machines, or other devices.

‘These machines contain PHI, so you must protect the privacy and

security of the information stored on the devices.

Remote access

As efficient and helpful as wireless devices, removable data storage
drives, and remote access capabilities are, they greatly increase risk
to data security. Away from your facility’s physical and technical
controls, the risk of losing information or having it stolen rises
dramatically. Thus, when you remove data from the facility, take

additional precautions.
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Chances are that if you work with patient information off-site, you
will need to sign a form acknowledging your responsibility for the data
and stating that you will adhere to your facility’s policies and procedures
for oft-site access. The form may also remind you not to view PHI in
front of other people and that you need to shred any printed material

after you finish.

Red Flags Rule

The Federal Trade Commission (FTC) created the Red Flags Rule to
protect consumers fromidentity theft.-byrequiring creditor organiza-

tions to implement a formal identity theft program.
p prog

The FTC defines “creditor” as a business or organization that permits
customers (including patients) to pay.for products or services in
multiple installments over time. This definition includes most health-
care providers that permit defefred payment for services, even if

only occasionally.

Red Flags Rule: What to watch for

Red flags are warnings that there may be identity theft occurring. The
program must include appropriate red flags that, when triggered, lead
to special organizational procedures. The rule includes many examples
in categories such as suspicious documents; suspicious personally
identifying information (e.g., a driver’s license photo that looks unlike
the person standingsin front of you), and notices from patients who
are victims of identity theft, law enforcement authorities, or other

businesses about possible identity theft with a person’s account.
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For the FTC’s list of red flag examples, visit the FTC Web site at
www.ftc.gov/bep/edu/pubs/business/idetheft/bus23. pdf. 1f you suspect a
patient is not who he or she claims to be, immediately alert your

facility’s privacy and/or security officer.

The Consequences of Breaking the Rules

The HITECH Act includes incteased penalties for violations of its
and HIPAA’s privacy and security regulations. The HITECH Act
provides the following tiered system for assessing the level of each

violation and its associated penalty:

o Tier A: The offender did not know he or she violated the law.
The minimum fine per violation is $100. The total penalty
imposed for multiple violations of the same requirement or

prohibition may not exceed $25,0001in.a calendar year.

o Tier B: The violation-was due to reasonable cause and not will-
ful neglect. The minimum fine per violation is $1,000. Fines
may not exceed $100,000 for multiple violations of the same

requirement or prohibition in a calendar year.

o Tier C: The yiolation was due to willful neglect but was
corrected within therequired time period. The minimum fine
per violation is $10,000. Fines may not exceed $250,000 for
multiple violations of the same requirement or prohibition in

a calendar yeau:

© 2009 HCPro, Inc.



HIPAA Handbook for Physicians

o Tier D: The violation was due to willful neglect, and the organ-
ization did net eorrect it. The minimum fine per violation is

$50,000. Fines may not exceed $1,500;000 for multiple viola-

tions of the same requirement or prohibition in a calendar year.

Criminal penalties
Individuals and entities may face up to $250,000 in criminal fines and
10 years in prison fot obtaining PHI with the intent to sell, transfer,

or use it for personal gain, commercial advantage, or malicious harm.

Reporting violations

Your organization expects all employees to adhere to its privacy and
security policies, but it recognizes that some people may break the
rules. Pursuant to HIPAA; erganizations are responsible for monitor-
ing compliance and investigating any breaches or complaints pertain-

ing to privacy and/or security.

Report violations or suspected-violations.to-your facility’s privacy or
information security officer. Your organization may also provide a way

for you to report them anonymously, often via a compliance hotline.

Getting help
If you have a question about HIPAA compliance or about other com-

pliance matters at your facility, contact your privacy or security officer.
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Protecting patients’ privacy and confidenti is part of everyone’s

job. It’s not enough for your facility to have the right policies and

security software. You must follow those policies and take an active
role in your facili
As you do your job, he importance of patient privacy and
information securi n these essentials, you will help to
ensure that your or rmation remains secure and that

you remain in co acy and Security Rules.
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FINAL EXAM

1. Which of the following pieces of information is permissible

to discuss with a friend?

a. 'The high number of diabetic patients you've seen in the
past month.

b. The mutual friend who came into your facility.

c. The patient you cared for recently with a highly unusual set
of symptoms.

d. The Italian patient you cared for—whose last name was Spaghetti!

2. A 23-year-old college senior comes in with his mom to have
an MRI on his leg while he’s home from college over fall
break. His mom calls to find out the results of the MRI the
next day because the son has already flown back to campus,
which happens to be about 1,000 miles and several time
zones away from your facility. Can you share the test results
with the mother so she can talk to her son that evening?

a. The young man’s mother was with him for the test, so she can
find out the test results

b. You can share PHI, including test results, with a patient’s
friends and family

c. HIPAA doesn’t permit you to disclose PHI to the mother
unless you have permission from the patient

d. Itis better to leave the test results on the young man’s dorm
room answering machine in case he doesn’t want his mother to
know the test results
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3.  Which of the following is the most secure password?

a. T31IMOttBG!

o

. BaseBALLfan
c. DavidOrtiz

d. 2007WorldSeries

4. Doug, your patient’s husband, comes to you and asks to
look at his wife Nancy’s test results. Judging by the way they
interact with each other and how often he has visited since
her admittance to your hospital, you certainly don’t think
she’d mind if he sees them. What should your response be?

a. Tell Nancy that she must request the test results herself. Once

she has them, she can do with them what she pleases, including
show them to Doug.

b. Tell Doug that as long as Nancy gives you permission, you can
show him her test results.

¢. You have it in writing that Nancy and Doug are married, so you
can release the results to Doug without bothering Nancy.

d. Deny the request. You can’t disclose Nancy’s information

per HIPAA.
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5. Inwhich of the following situations is it acceptable to

release PHI without written authorization?

a. To report to the police that the 14-year-old you treated for a

broken arm in the emergency room is a victim of child abuse

b. To report to the press that teen star Miley Cyrus was admitted
to the facility

c. You can never release PHI without authorization

d. To tell a mother that her 14-year-old daughter has requested a
prescription for birth control

6. A patient comes to you and requests to look at her medical

record. What is the best response?

a. Deny the request; the patient information is protected

by HIPAA.
b. Tell the patient she must pay a fee to view her record.

c. Tell the patient she needs to fill out a form requesting access
to view the record. Offer to get a copy of the form for the
patient and to help fill it out if needed.

d. Print a copy of the patient’s record on your computer and give
it to her. It is her record, so it isn’t a problem.
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7.  'What can you do to help keep your physical space secure?

8.

a.

Remove all of your confidential information and paperwork
from your workspace and take it with you at the end of the day
so that no one can access it.

. Hang the key to your locked file cabinets on your bulletin board

so that colleagues can access your records in an emergency.

Keep your computer screen facing away from busy or public

areas and keep your workspace drawers locked.

. Leave yourself logged on when you leave for the day so that you

don’t have to enter your login information and password from
home when you access your desktop remotely from home in the

evenings. It’s a security risk.

You need to install iTunes® on your computer at work

so that you can charge your iPod® for the ride home.

What do you do?

a.

Install the software. You trust it and know it because you use it

at home.

. Plug in the iPod without downloading the software. Who

knows? It might work.

Decide to wait. You can always listen to the radio for one day.

. Plug your iPod into a different computer. You saw iTunes in-

stalled on a different machine when you were doing your rounds.
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9. Which of the following is a HIPAA covered entity?
a. A patient
b. An unemployed physician

c. A grocery store that sells over-the-counter medicine such as

aspirin and cough medicine

d. Medicare

10. You need to discuss a patient’s condition with another
physician. The floor is very busy with lots of patients and
visitors. What is the best way to ensure proper patient care
while preserving the patient’s privacy?

a. Discuss the patient’s condition where you are; most of the
people aren’t paying attention to you, and patient care is the

top priority.
b. Walk to the cafeteria and discuss the patient on the way.
c. Head into the least crowded area and draw a curtain if possible.

Keep your voices low and avoid using the patient’s name if you

can do so without compromising care.

d. Wait to have the conversation and trust that the physician will
find the information he or she needs in the patient’s record.
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ANSWER KEY
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