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Did you do anything wrong?

Chatting with the patient is permissible, as long as she ini
tiates the conversation. Let her take the lead. She may not 

be interested in chatting. But you absolutely should not tell your 
mother that you saw her friend unless the patient tells you to let your 
mother know. Sharing information you learn at work with people 
outside of the hospital is a HIPAA violation. The patient may not 
want others to know she is hospitalized. Telling your mom you saw 
the patient violates her friend’s privacy. You should not share patient 
information with anyone who doesn’t need to know it. This includes 
your family and friends.

Helping Patients Understand Their Rights

Patients must understand how providers may use and disclose  
their information. 

Notice of privacy practices 
The HIPAA Privacy Rule requires healthcare providers to hand out 
and post a privacy notice telling patients all the ways in which their 
information can be used and released to another organization or to  
the government.

This notice of privacy practices also tells patients about their rights 
under HIPAA, including the right to view their own records, obtain 
copies, and request amendments to them. The privacy notice must also 
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let patients know how to file a complaint with your organization or 
with the U.S. Department of Health and Human Services. 

Because this privacy notice is so important, HIPAA requires providers 
to make a good faith effort to obtain each patient’s written acknowl
edgment that he or she received a copy of the notice of privacy practices.

You will also see these information notices posted in places where 
patients can see them. If patients have questions about how the 
organization uses information, you can direct them to these posted 
notices or to the organization’s privacy official for answers.

Exceptions to the rules

Your organization may be permitted or required by other laws and 
regulations to release patient information without first asking the 
patient to agree or authorize the disclosure.

Always be sure you know your organization’s policies before releasing 
information and check that the particular instance is approved.

The following are examples of scenarios in which your organization 
may be subject to laws and regulations permitting or requiring release 
of patient information:

•• Releasing information about the patient’s location in a facility 
(however, the patient has the right to opt out of the facility 
directory listing)
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•• Reporting certain information to public health agencies

•• Reporting certain information about medical devices that break 
or malfunction to the FDA  

•• Reporting suspected child abuse or domestic violence to the 
police or state child welfare agency

•• Responding to court orders 

•• Reporting cases of suspicious deaths or suspected crime victims

•• Responding to certain requests from the military

Understanding your role 

In all of these cases, the facility complies with the law and makes 
reports when necessary. Unless reporting this information is part of 
your job, do not report this information yourself. If you are interested 
in more information about what your state requires, contact your 
facility’s privacy official. That person can, if needed, check with legal 
counsel or the attorney general.

Security

HIPAA requires security protections for all forms of PHI, not  
just electronic.
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Security: What you can do
Your facility’s information security officer has ultimate responsibility for 
information security policies in place at your facility. However, every
one has an important role to play in keeping information secure by 
following policies and procedures. The technical, physical, and policy 
safeguards your organization has implemented to secure patient health 
information are useless without the cooperation of everyone who 
works at the facility. Properly managing your password, preventing 
the spread of viruses, logging off your computer, and being aware of 
and responsible for any patient information taken or accessed off-site 
are important ways you can contribute to information security. 

Note: Every facility must have a designated privacy and security officer. 
These can be different persons or the same individual.

Security: What your facility does
Your facility ensures security by:

•• Monitoring logon attempts 

•• Responding to information security incidents 

•• Employing appropriate measures to protect computers from 
viruses and malicious software 

•• Protecting patient information that is removed from the facility 
or accessed from home

•• Educating staff members about security practices
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•• Conducting random security audits to ensure that only staff 
members who need to know are accessing PHI, and that they 
are accessing only the minimum records necessary to perform 
their jobs

•• Using appropriate physical security measures such as door locks

•• Implementing data recovery plans and downtime procedures

•• Implementing “role-based access” so that staff members access 
only the information they need to perform their jobs

Passwords and personal user IDs
Organizations need to know who views and updates what informa
tion. Everyone has his or her own unique user ID (logon ID or logon 
name) and password, so that computer systems can track activity back 
to each user. Although it may seem convenient to do so, you must 
never let other people “borrow” your ID and password to log on to the 
computer system. This is a security violation, and you will be held 
responsible for the other person’s computer activity. And don’t ask 
others whether you can use their IDs and passwords.

Tips and tricks to protect your password
Selecting a strong computer password—one that is easy for you to 
remember but difficult for someone else to guess—is an essential step 
in securing your organization’s information. Generally, you should 
select a password that:

•• Includes both letters and numbers
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•• Consists of at least six characters (your organization may 
require seven or eight)

•• Incorporates upper- and lowercase letters if your system is 
capable of supporting them

•• Includes special keyboard characters (such as #) if your  
system permits

•• Isn’t a personal name, special date, fictional character, or  
real word

Note: Change your password regularly, at least once every 90 days or 
whenever you suspect someone has learned your password. Don’t repeat 
a password or use a very similar one for at least five password changes.

Sharing passwords

No one but you should know your password. If a coworker requests 
your password, refer that individual to your manager or your organiza
tion’s help desk or technical support department so that he or she can 
obtain appropriate access to the necessary information. If you share 
your password—even if you think it is for a good reason—you are 
violating security policy.

In addition to creating a security problem, using someone else’s access 
may also interfere with performing your job. Your user ID and pass
word are set up specifically to allow you access to the information you 
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need for your job. Someone else’s credentials may not give you access 
to the information you need.

Testing Your Understanding 

It’s been a few months since Jennifer Jones, a coder based in Atlanta, 
has changed her computer password, and she thinks it is time to do 
so. She is pretty sure her old password, “jjones,” could be better. In 
fact, she wants to make her new password as secure as possible. 
 
Which of the following is her best choice? 

a.	 JjOnEs. She added some odd capitalization to make it  
harder to guess.

b.   JJ!Atlan98. She combined numbers, letters, the year she  
moved to Atlanta, even a special character, but it’s still catchy.

c.	 jj0ne5. She changed the O to a zero, and the S to a five.  
How clever!

d. 	JenJ. She made it different but still easy for her busy brain  
to remember. 

 

Best answer:

b. 	This combines numbers, upper- and lowercase letters, and a 
special character (the exclamation point), and it isn’t based  
solely on her name.
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Protecting against computer viruses
A computer virus or other malicious software can destroy information 
stored on your computer. And it can copy your passwords or PHI that 
you store or send. Viruses often are transmitted via e-mail attachments 
or by visiting certain Web sites.

Unauthorized software
Music-sharing and remote-access software, games, and other programs 
that you may want to install can disable your computer, threaten your 
organization’s network, and contain malicious software that would 
allow someone to access your computer. 

Dos Don’ts

Tell your IT department if you 

receive an unrecognizable or suspi-

cious e-mail or an unfamiliar pro-

gram appears on your computer.

Don’t open suspicious e-mail  

and attachments from unrecog-

nized senders. 

                                     

Follow your organization’s policy for 

using antivirus software and keep it 

up to date.

Don’t uninstall any antivirus appli-

cations installed on your computer.

Use your e-mail in a manner that is 

consistent with your facility’s poli-

cies and procedures.

Don’t access unapproved personal 

e-mail accounts while you are at 

work. (Web-based e-mail, such as 

Hotmail® and Gmail™, is conve-

nient, but you should use it only if 

your department approves.)

Dos and don’ts for protecting against viruses
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Don’t install any software on your computer without permission from 
your IT department. Make special note of file types before opening 
them. Files that end with “.exe” are executable files, or software pro
grams. Viruses or malicious software programs often are contained in 
downloaded executable files. Do not open these files without permission 
from your technical support department.

Unauthorized hardware
Use similar precautions when installing hardware. Any device attached 
to your organization’s network or your computer must be installed with 
the appropriate security precautions in mind. 

For that reason, you should connect other devices, such as computers 
and servers, to the network only if you have received permission to do 
so from your technical support staff. And you should connect devices to 
your computer—for example, through the USB port—only with per
mission from the technical support department.

E-mail security
Information that you e-mail is usually not secure. For that reason, 
your organization has adopted strict policies with regard to how it 
electronically transmits PHI. Your organization’s e-mail program  
may encrypt information before sending it, or you may have special 
Web-based tools for transmitting patient information. Some organ
izations ban the inclusion of PHI in e-mail. 
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Remember that even if the technology works, e-mail, like faxing, is 
subject to misdirection. Also, organizations that send PHI via e-mail 
may need to determine how to store it or may need to print and file it 
in the patient’s record because it becomes part of the legal record. 
Before you transmit PHI in electronic form, ensure that you comply 
with your organization’s policies.

Encryption
Encryption simply means that information is coded or scrambled so 
that it cannot be read by anyone who doesn’t have the key to read it. 
Many organizations encrypt the data they store or transmit depending 
on whether there is a high risk that the information might be read by 
an unauthorized individual. 

For example, PHI sent via the Internet or stored on portable com
puters (e.g., laptop computers, or hand-held devices) and disks is at a 
higher-than-average security risk. Many organizations now require 
encryption in these circumstances. Often, software programs that 
encrypt data operate invisibly to users. You need to know whether 
your organization requires that you take steps to encrypt data.

Protecting hand-held devices and laptop computers
Many healthcare workers use hand-held devices and laptop computers, 
and the most frequent risk when doing so is the risk of loss or theft of 
the device. This results in a loss of equipment and potential loss of 
data confidentiality. Lock devices in a drawer or briefcase when not in 
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use. If your device is stolen or lost, file an incident report with your 
facility as soon as possible. 

Use these tips to protect hand-held devices and laptop computers: 

•• Do not save PHI on portable devices unless protected by  
a password. Do not store passwords and access codes on  
hand-held devices. 

•• Back up information stored on portable devices. 

•• Consider encrypting PHI on portable devices. 

•• Pay special attention to portable media (e.g., disks, CDs, and 
thumb drives) that you take off-site. 

•• Secure portable devices in a locked area or receptacle when not 
in use.

What you can do to protect physical security
Even if you don’t have access to computers while you work, you can 
still help your facility protect security.

Use these tips to help protect physical security:

•• Do not use a computer unless you have authorization to do so 
and you have received your own user ID (sometimes called 
username or login ID)
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•• If you need to use a computer to perform your job, keep your 
computer screen turned away from public areas or use a privacy 
screen. Log off the computer when you are done.

•• If you see disks or CDs that may have PHI on them strewn 
about, give them to your supervisor.

•• If you work with printed PHI, don’t leave this information 
strewn about.

•• Shred paper or follow your hospital’s procedures for destroying 
patient information before discarding it.

•• If you see unprotected PHI as you perform your job, do not look 
at it; instead, notify the nearest supervisor. 
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Red Flags Rule

The Federal Trade Commission (FTC) created the Red Flags Rule to 
protect consumers from identity theft by requiring “creditor” organi
zations to implement a formal identity theft program. 

The FTC describes “creditor” as a business or organization that per
mits customers (including patients) to pay for products or services  
in multiple installments over time. This definition includes most 

Testing Your Understanding
 
What can you do to help keep your physical space secure?

a.  Remove all of your confidential information and paperwork  
from your workspace and take it with you at the end of the  
day so that no one can access it.

b.	 Hang the key to your locked file cabinets on your bulletin board  
so that colleagues can access your records in an emergency.

c.  Keep your computer screen facing away from busy or public  
areas and keep your workspace drawers locked.

d.	 Leave your computer on when you leave for the day so that you 
don’t have to enter your login information and password from 
home. It’s a security risk.

 
Best answer:

c. 	 Keeping your computer monitor turned away from the public 
and keeping your workspace drawers locked are both good ideas.  
And always remember to log out of your account when you 
aren’t at your computer.
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healthcare providers that permit deferred payment for services, even if 
only occasionally.   

Red Flags are warnings that there may be identity theft occurring. The 
program must include appropriate red flags that, when triggered, lead 
to special organizational procedures. The rule includes many examples 
in categories such as suspicious documents; suspicious personally 
identifying information (e.g., driver’s license with a photograph that 
bears no resemblance to the person presenting it); and notices from 
patients who are victims of identity theft, law enforcement officials,  
or other businesses about possible identity theft involving an individ
ual’s account. 

If you suspect a patient is not the person he or she claims to be, 
immediately alert the privacy officer and/or security officer in your 
facility so that he or she may alert the proper authorities. Identity 
theft is serious, and medical identity theft, a special form of identity 
theft, can have financial and life-threatening consequences. 

The Consequences of Breaking the Rules

Violating the HIPAA or HITECH Act’s Privacy or Security Rules 
can result in civil or criminal penalties. Pursuant to HIPAA, civil 
penalties currently include fines of up to $25,000 for repeated vio
lations of a single requirement in a calendar year. However, with the 
HITECH Act, the fines become much higher. Criminal penalties for 
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wrongful disclosure of patient information can include not only large 
fines, but also incarceration. The criminal penalties increase as the 
severity of the offense increases. 

For example, selling patient information is more serious than acci
dentally allowing its release, so it brings stiffer penalties. These penal
ties can be as high as a $250,000 fine or a prison sentence of 10 years.

Civil penalties
The civil penalties for a HIPAA or HITECH Act violation are based 
on the following tier system:

•• Tier A: The offender did not know he or she violated the law. 
The fine is $100 for each violation, with a maximum fine of 
$25,000 for multiple violations of the same requirement or 
prohibition in one calendar year.  

•• Tier B: Violation due to reasonable cause, but not willful 
neglect. The fine is $1,000 for each violation, with a maximum 
fine of $100,000 for multiple violations of the same requirement 
or prohibition in one calendar year. 

•• Tier C: Violation due to willful neglect, but corrected within a 
required time period. The fine is $10,000 for each violation, 
with a maximum fine of $250,000 for multiple violations of the 
same requirement or prohibition in one calendar year. 
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•• Tier D: Violation due to willful neglect, and the organization 
did not correct it. The fine is $50,000 for each violation, with a 
maximum fine of $1,500,000 for multiple violations of the same 
requirement or prohibition in one calendar year.

Obtaining Help

You may have a question about HIPAA or about how your hospital 
complies with other regulations. Don’t hesitate to contact your privacy 
or information security officer with questions. These individuals will 
be glad to answer your questions.

Reporting Violations

Your hospital needs all employees and volunteers to follow its privacy 
and security policies, but it realizes that some individuals may violate 
the rules. Reporting suspected privacy or security violations is part of 
everyone’s job. Do not fear any retaliation if you report a violation. 
Your organization cannot punish individuals who report violations. 
You should report violations or suspected violations to your facility’s 
privacy or information security officer. Your organization also may 
provide a way for you to report them anonymously, often through a 
compliance hotline.
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In Conclusion

Protecting patients’ privacy is part of everyone’s job. It’s not enough 
for your hospital to have the right policies for protecting privacy. You 
must follow those policies and play an active role in your hospital’s 
compliance efforts. As you perform your job, remember the import
ance of patient privacy and security. This will help to ensure that your 
patients’ information remains private and that you remain in com
pliance with HIPAA.
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FINAL EXAM

1. 	 You notice some papers with a patient’s name and other 
information in a trash receptacle. What should you do?  

a. 	Ignore the papers because you don’t want to see confidential 
PHI. After all, you don’t need the papers for your job, and you 
don’t want to get into trouble.

b. 	Ignore the papers because they will be incinerated eventually.

c. 	Shred the papers or give them to your supervisor.

d. 	The papers cannot contain PHI because they are in the trash.

2. 	 Which of these practices does not ensure security?

a. 	Tilting your computer monitor away from public areas

b. 	Locking laptop computers and other portable devices in secure 
containers or cabinets when not in use

c. 	Leaving a shared computer on so your coworker doesn’t have to 
log in again

d. 	Ensuring that doors and desks are locked appropriately

3. 	 Which of the following items contains PHI?

a. 	An IV bag with a label containing a patient’s name

b. 	An advertisement for the hospital’s new cardiac center

c. 	A credit card receipt for balloons purchased in the gift shop

d. 	The names of the emergency room physicians
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4. 	 Under which circumstances may you disclose PHI that you 
access on the job?

a. 	After you no longer work for the organization

b. 	After a patient dies

c. 	Only if you know the patient won’t mind

d. 	When your job requires you to do so

5.	 You are helping to plan a surprise birthday party for your 
supervisor, but you aren’t certain whether her birthday is 
next Thursday or Friday. What should you do to confirm  
the date?

a. 	You know she sees physicians at the hospital, so her birth date 
should be in her medical record. Ask a nurse or another staff 
member with access to the electronic medical system to check 
her record for you.

b. 	Try to obtain a key to the storage room where her paper 
medical record is filed. You can check her file for her date  
of birth. 

c. 	Ask her supervisor. If the supervisor doesn’t know, flip a coin.

d. 	Check her desk. She probably has paperwork from a recent 
physician visit that would include her date of birth.
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6.	  Which of the following is the most secure password? 

a. 	T31Mottbg 

b. 	BBALLfan

c. 	DavidOrtiz

d. 	2007WorldSeries

7.  	 A new coworker, Elizabeth, just began working at your 
facility. However, she hasn’t yet received a user ID (login 
name), and she needs to look up some information on a 
computer. What should you do?

a. 	Let Elizabeth borrow your login name and password just this 
once and then change your password afterward.

b. 	Give her the login name and password of a former staff 
member who left last week. Chances are that the former staff 
member’s login name and password, which he kept under his 
mouse pad, will still work.

c. 	Log on with your own login name and password and let her 
use your account for a few minutes.

d. 	Speak with your supervisor. Then your supervisor can contact 
the technical support department to ask whether it can quickly 
get Elizabeth set up.
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8. 	 You’re at home at night, relaxing and wasting time on 
MySpace.com®. You check in on your friend, who is also a 
staff member at your facility, because she had a bad day at 
work. You see the blog that she has posted about her horrible 
day. Unfortunately, your coworker has described the unjust 
situations in full detail, and included patient names in her 
blog. What should you do? 

a. 	Send your coworker an e-mail and tell her that she might want 
to make the blog private because it contains PHI.

b. 	Send your coworker an e-mail to tell her that she might consider 
deleting the blog completely to be safe.

c. 	Speak to your privacy officer at work, because you think  
that many people may have seen your coworker’s blog that 
contained PHI.

d. 	Nothing. Let your friend vent. You don’t need to betray your 
coworker and make her bad day even worse.

9. 	 Whom should you call if you suspect that another staff 
member has violated HIPAA?

a. 	Ghostbusters

b. 	Your compliance officer or privacy officer

c. 	The police

d. 	Another staff member to obtain his or her opinion
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10. 	 You see someone familiar in the hall while you are headed to 
work. You quickly realize that, although you didn’t get a 
good look, you think it was your neighbor, Maria, being 
transported in a wheelchair. She didn’t tell you she’d be at 
your hospital. You want to find Maria to say hello and ask 
what happened. What should you do?

a. 	Ask around to attempt to learn what happened to her, whether 
she is a patient, and who treated her if she is. 

b. 	Check the patient charts outside the rooms near where you saw 
Maria. You can probably find her room that way.

c. 	Call another neighbor to inquire about Maria. Maybe you’re the 
only neighbor who hasn’t heard about a recent accident.

d. 	Nothing. If Maria sees you and initiates contact, you can speak 
with her. Otherwise, you should not speak with her unless it is 
necessary to do so as a part of your job. 
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ANSWER KEY

1. 	 c

2. 	 c

3. 	 a

4. 	 d

5. 	 c

6. 	 a

7. 	 d

8. 	 c

9. 	 b

10. 	 d
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