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•• Make sure the person to whom the information is faxed is 
authorized to receive the information.

•• Verify the fax number. Make sure you are faxing the correct 
person at the correct number. 

•• Don’t walk away until faxing is complete. Once complete, 
remove the pages.

•• Call to confirm that the person received the fax.

•• If you are receiving a fax, ask the sender to notify you ahead  
of time so that you can be present to receive it.

•• Take the pages off the machine as soon as the fax arrives.

Case scenario #3: “Hello, Pete’s Plumbing,  
how may I help you?”

At a primary care physician’s request, you fax some lab results to her 
office. You include a cover sheet that says the information is confidential.
You receive a call about 20 minutes later. It turns out that you acci
dentally faxed the patient’s information to Pete’s Plumbing, a small 
business in Oklahoma.

What should you do?

First, ask the caller to destroy the records. Next, inform  
your manager about the mistake and follow any additional 

protocols at your organization for dealing with an accidental privacy 

Q

A



SA
M

PL
EHIPAA Handbook for Nursing/Clinical Staff

12 © 2009 HCPro, Inc.

and security incident or breach. This may require breach notification 
according to state law and the HITECH Act. In the future, you should 
double-check fax numbers before you send faxes. For numbers you fax 
often, such as the hospitals in your system, consider setting up a speed 
dial to eliminate the chance of misdialing a number. 

Patient directory
A patient directory is a list of patients within a facility. It provides cer
tain information for people, such as visiting clergy members, family, 
or friends. Directories often include the following patient information:

•• Name

•• Location within the facility, such as room number

•• Condition, usually stated as a one-word description

•• Religious affiliation for clergy listing

The location and condition may only be shared with persons who ask 
for a patient by name. The optional religious preference may be shared 
with clergy members. Patients must be able to opt out of any or all of 
the above directory information.

Incidental disclosures 
Sometimes there will be incidental releases of confidential informa
tion. For example, you may overhear conversations and learn the con
dition of patients you’re not caring for directly. This is confidential 
information, and you should not share it with anyone else.
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HIPAA permits incidental disclosures of PHI, which it defines as 
secondary uses or disclosures “that cannot reasonably be prevented, 
[are] limited in nature, and that occur as a byproduct of an otherwise 
permitted use or disclosure.” 

An example might be a situation in which a nurse’s conversation with 
her patient is overheard by the patient in the next bed. HIPAA re
quires that all covered entities make a reasonable effort to minimize 
and limit incidental disclosures without compromising patient care. 

Avoiding incidental disclosures
Avoid situations when incidental disclosures may occur by: 

•• Posting signage that reminds patients to stand back when others 
are registering so they don’t inadvertently overhear information

•• Keeping papers turned over on desks and elsewhere so passersby 
don’t see information accidentally

•• Avoiding the placement of patient names on the outside of 
medical records so names aren’t visible while records are trans
ported through the facility or office

•• Making sure printers, copiers, and fax machines are in places 
not visible to or accessible by passersby so information isn’t 
compromised, and making sure information is removed from 
such areas quickly
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High-risk situations
There are high-risk situations that might tempt you to disclose  
PHI inappropriately, possibly without realizing it. Keep in mind  
the following places and situations where it may not be appropriate  
to disclose PHI:

•• Elevators. It is inappropriate to discuss patients with other 
staff members—even those with a need to know—if there are 
others present. 

•• Friends and family. You are not permitted to look at the 
medical records of family members, friends, or acquaintances 
unless you need to know the information to do your job  
(i.e., you are caring for the patient personally). 

•• E-mail. Many facilities have rules about e-mailing PHI because 
not only is this a confidentiality concern, it is also a record re
tention/legal discovery issue. Be sure you know and follow  
your organization’s policies regarding e-mail and PHI, whether 
e-mailing a professional colleague or responding to a patient’s 
e-mail message.  

•• Printouts of PHI. Try not to leave documents containing PHI 
in plain view. The wrong person, including a member of an out
side cleaning crew, can pick up printouts left in a staff lounge.
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Patient Rights

To use or release PHI for reasons other than treatment, payment, 
healthcare operations, or a limited number of other specific instances, 
your organization must have patients sign an authorization form.

With an authorization, the patient agrees to let your organization use 
the information for a particular request or need. Patients also sign an 
authorization form when they want the organization to release infor
mation to a third party (e.g., a lawyer).

Notice of privacy practices
Patients have a right to know how providers use and disclose their 
information. That’s why the HIPAA Privacy Rule requires healthcare 
providers to hand out and post a privacy notice (at the facility and 
on the Web site, if one exists) telling patients about all of the ways 
the provider may use their information and release it to another 
organization or to the government. 

This notice of privacy practices (NPP) also tells patients about their 
rights under HIPAA, including the right to view their records, obtain 
copies, and request amendments. The privacy notice must also let pa
tients know how to file a complaint with your organization and with 
the U.S. Department of Health and Human Services if they feel their 
privacy has been violated. 
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HIPAA requires providers to make a good-faith effort to obtain each 
patient’s written acknowledgment that he or she received a copy of  
the organization’s NPP. If patients have questions about how the or
ganization uses information, you can direct them to these notices or  
to the organization’s appointed privacy official (also a requirement)  
for answers. 

Access to a patient’s own medical record 
Under HIPAA, patients can access their own PHI, except in very rare 
circumstances. This information includes the medical record, radiology 
images, billing records, and all other patient-specific information used 
to make decisions about the patient. Most healthcare organizations 
require patients to fill out a written request to view their information 
or obtain a copy of it.

If a patient wishes to view his or her PHI, you should provide the 
patient with a copy of your organization’s request form and answer 
questions or refer the patient to your privacy officer or other expert. 
Organizations may not charge patients a fee to view their information, 
but a limited fee may be charged to provide copies.

If a covered entity uses an electronic health record system, a patient 
may request to receive his or her information in electronic form. Pa
tients may also instruct the covered entity to transmit the electronic 
data to another clearly designated person or entity. Under the HITECH 
Act, covered entities must comply. 
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Amending a medical record
Increasingly, more patients are reviewing their records and requesting 
amendments to the medical content of those records. This is not the 
same as simply updating an address or telephone number. 

HIPAA requires responses to such requests within 60 days of receipt. 
This time may be necessary to determine who made the entry or en
tries in question, to review the amendment requests with the appro
priate providers, to decide which amendments (if any) to accept and 
how to implement them, and to notify the requester.

Covered entities typically require a written request for amendments, 
along with the rationale for changes requested. Your NPP should 
include this requirement. Your organization is likely to have a form 
for individuals to complete when requesting an amendment. Requests 
submitted by letter may also be acceptable, depending on your organ
ization’s policy.

Change in patient contact information 
A routine change in contact information from what is currently on file 
for a patient, such as where to send a test result or what number to call 
for an appointment reminder, can be handled by anyone caring for the 
patient. The caregiver should document the request and submit it to 
the appropriate staff member to process the request.
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Requests for confidential communication 
Patients may request that providers contact them through alternative 
means, such as at a different address or telephone number than the 
information on file, so that the communication is more confidential. 
This is different from a routine update of contact information.   

For example, a patient may ask to be called only at the office, never  
at home. It is very important that you and your organization strictly 
follow such requests to avoid a breach of the patient’s confidentiality 
and a HIPAA violation.

Depending on your facility’s policy, you may accept the patient’s 
request or direct the patient to your privacy officer. Your facility is 
required to accommodate and document the patient’s request without 
requiring a reason. The new contact information must stay in effect 
until the patient makes a change.

Permitted releases 
Your organization may be permitted or required by laws and regu
lations to release PHI for certain purposes without first asking the 
patient to agree to or authorize the disclosure. However, it is almost 
always a good idea to obtain the patient’s authorization if possible. 

Always be sure you know your organization’s policies before releasing 
information, and check that your situation is applicable and approved. 
When in doubt, consult your privacy officer before releasing infor
mation that is not authorized by the patient.
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Examples of permitted releases 

Examples of scenarios in which your organization may be permitted or 
required to release PHI without patient authorization include, but are 
not limited to:  

•• Reporting certain communicable diseases and other conditions 
to state health agencies

•• Reporting certain information about medical devices that break 
or malfunction to the U.S. Food and Drug Administration  

•• Reporting suspected child abuse or incapacitated elder abuse  
or neglect to law enforcement or your state’s Department of 
Human Services

•• Responding to court orders 

•• Reporting cases of suspicious deaths or certain suspected  
crime victims

•• Warning those in the community (and law enforcement) when a 
patient has made a credible threat to harm someone

Requesting an accounting of disclosures
Patients may request an accounting or report of PHI disclosures other 
than disclosures for treatment, payment, or healthcare operations and 
disclosures authorized by the patient. The requested accounting can go 
as far back as six years, and the first report requested in a calendar year 
is free. Facilities usually require patients to fill out a request form.
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The HITECH Act expands this HIPAA right. As of 2011 or a later 
date (depending on the date that your organization acquired an elec
tronic health records system), patients may also request an accounting 
of disclosures for treatment, payment, and healthcare operations from 
the electronic health records system. This report can go back as far as 
three years.

Family and friends
HIPAA requires you to get permission from a patient before discuss
ing the patient’s care and treatment with family members, friends, 
caregivers, and clergy members. If the patient gives permission, note  
it in his or her medical record. It is preferable to obtain in writing the 
patient’s permission to disclose PHI. When the patient is unable to 
give permission, the caregiver must use professional judgment. Other- 
wise, take care to provide family and friends with only the standard 
directory information, such as the patient’s location in the facility or 
his or her general condition. If the patient has opted out of the facility 
directory, not even this information is permitted to be shared without 
the patient’s permission.

This rule also applies to the patient’s address and other demographic 
information, not just medical details. Don’t forget the “minimum 
necessary” principle whenever you release information about a patient.

HIPAA and minors
HIPAA primarily leaves it up to state laws to define minors and to 
specify when minors must give permission for providers to release 
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their PHI to parents and guardians. In some cases, minors must give 
permission or authorization before any health information is released.

It may be difficult to understand the various regulations that apply to 
situations involving young patients and their parents or guardians. So 
be sure to know how your state defines the age of a child, the age of 
minority and majority, as well as what information you can, should,  
or must keep private or disclose to a minor’s parent or guardian, or  
ask your privacy or compliance officer. Always be sure to follow your 
organization’s policies and procedures on these legal matters. 

HIPAA says covered entities can’t disclose information to a parent or 
guardian in these situations:

•• If you believe that the minor has been the victim of domestic 
violence, abuse, or neglect by the parent or guardian, or that 
disclosures to the personal representative could endanger  
the minor

•• If you decide that it is not in the minor’s best interest to treat 
the parent or guardian as the minor’s personal representative

•• If the minor is emancipated

•• If the minor is seeking treatment for family planning, psychi
atric counseling, or substance abuse (substance abuse informa
tion is specifically protected by another federal law)
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HIPAA and domestic abuse
HIPAA deals with abuse differently depending on whether it is child 
abuse or abuse of adults, elders, or disabled persons. Generally, you 
should know that HIPAA gives healthcare providers broader authority 
to disclose PHI in cases of child abuse than it does for abuse of adults. 
HIPAA does not provide limits as to what information you can dis
close in cases of child abuse. However, it does set strict requirements 
for PHI disclosure for cases involving the abuse of adults.

Remember that HIPAA is a basic privacy “floor.” Generally, state laws 
are more specific and stringent than HIPAA on these issues, and you 
need to follow the law that provides the most privacy protection. 

Dealing with domestic abuse is complicated. Talk to your compliance 
or privacy officer to go over what you should do if you suspect abuse. 
In some organizations, you will be required to report the abuse to your 
compliance or privacy officer, who will guide you through the incident.

Do your part to know your state laws on how to deal with domestic 
abuse. You may need to know to which agencies you must report 
domestic abuse, as well as who is required to report cases of abuse. In 
some states, only licensed practitioners must disclose cases; in other 
states, additional types of healthcare staff members are required to 
report abuse.

Similarly, you’ll need to examine the way your state defines abuse. For 
example, check how your state differentiates between abuse, which is 
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often defined as doing actual physical harm to a child, and neglect, 
which is usually defined as failure to provide for the welfare of the 
child (e.g., not feeding the child). Some states require you to report 
neglect cases as well as abuse.

Note: Once you’ve reported the case, you or your organization may 
need to inform the patient that you have done so unless you believe 
that it would harm the patient or you are dealing with a patient’s 
representative who is also the suspected abuser.

HIPAA and Security

Privacy and security are directly related. Many of the security measures 
discussed here are mechanisms used to protect privacy and confiden
tiality. Security requirements apply to all PHI, including data stored 
on hard drives or removable or portable memory devices (e.g., laptops 
and USB drives) and data sent over the Internet or contained in e-mail.

Security: What you can do
Your organization’s administrative, physical, and technical safeguards 
intended to secure PHI are useless unless everyone cooperates. You 
can contribute to information security by: 

•• Properly managing your password

•• Preventing the spread of viruses

•• Logging off from your computer when not using it
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•• Being aware of and responsible for any patient information 
taken or accessed off-site 

Security: What your organization must do 
Your organization must take the following measures to safeguard PHI:

•• Create secure passwords and manage them appropriately

•• Monitor login attempts 

•• Respond to information security incidents 

•• Guard computers against viruses and malicious software 

•• Protect patient information that is removed from the facility or 
accessed from off-site locations

•• Conduct random security audits to ensure that only staff mem
bers who need to know are accessing medical records and that 
they are accessing only the minimum amount of information 
necessary to do their jobs

•• Use appropriate physical security measures such as door locks

•• Implement role-based access so that staff members access only 
the information they need to do their jobs

•• Have a designated security officer; this person can be the same 
person as your privacy officer, but doesn’t have to be 
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Ways to protect physical security

Information security relies on technical measures such as passwords, 
but physical security also plays an important role. The following 
measures can help ensure physical security:

•• Ensure that computer monitors cannot be seen from public 
areas, or use privacy screens.

•• Lock laptops and other portable devices when not in use. 

•• Secure disks, CDs, USB drives, and other storage devices 
containing PHI in locked containers or cabinets. 

•• Follow your organization’s policies for turning off or logging off 
from your computer when you leave your desk. 

•• Use the password-protected screensavers or keyboard-locking 
capabilities that your organization has available. Don’t attempt 
to disable these features if installed on a computer. 

•• Practice common-sense security. Lock doors and desks if 
appropriate. 

Passwords and personal user IDs

Organizations need to know who views and updates what informa
tion. Everyone must have their own user ID (also called a username, 
log-on ID, or sign-on ID) so that computer systems can track activity 
back to each user. Everyone must keep their passwords secret.  
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Although it may seem convenient at times, you must not let other 
people borrow your ID and password to log on to the computer system. 

Additionally, even if you don’t reveal your password, do not let some
one use a computer under your ID once you’re logged on. These are 
security violations, and you will be held responsible for the other per
son’s computer activity. Likewise, don’t ask others whether you can 
use their IDs and passwords.
 
Tips and tricks to protect your password

Selecting a strong computer password—one that others can’t guess 
easily—is an essential step in securing your organization’s information. 
Choose your password in accordance with your organization’s policy. 
Generally, you should choose a password that:

•• Includes letters and numbers

•• Isn’t a personal name, special date, fictional character, or  
real word  

•• Is composed of at least six characters 

•• Incorporates upper- and lowercase letters if your system  
permits them

•• Incorporates special keyboard characters (e.g., #) if your system 
permits them

•• Is difficult for others to guess but easy for you to remember
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Sharing passwords
The most common way in which a password is compromised is when 
the owner gives it to someone. If a coworker requests your password, 
refer that person to your manager or your organization’s help desk or 
tech support office so that he or she can get appropriate access to the 
necessary information. If you share your password—even if you think 
it is for a good reason—you are violating security policy.

Immediately report anyone outside the organization who asks for your 
password, even if he or she claims to be a vendor or help desk employee. 

Unauthorized software
Music-sharing and remote-access software, games, and other pro
grams that you may want to install can disable your computer, threaten 
your organization’s network, and contain malicious software that may 
allow hackers to access your computer. Don’t install any software on 
your computer without permission from your IT department.

Take note of file types before opening them. Files that end with “.exe” 
are executable files, or software programs. Viruses or malicious soft
ware programs are often contained in downloaded executable files. Be 
especially cautious about opening these files without permission from 
your technical support department.

Unauthorized hardware
Use similar precautions when installing hardware. Any device attached 
to your organization’s network or your computer must be installed 
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with the appropriate security precautions in mind. For this reason, you 
should connect devices such as computers and servers to the network 
only if you have received permission to do so from your technical sup
port staff. The same rule applies for connecting devices to your com
puter (e.g., via a USB port). 

E-mail security
Information that you send via e-mail generally is not secure. For that 
reason, your organization has most likely adopted strict policies with 
regard to how it transmits PHI electronically.

Your organization’s e-mail program may encrypt the information be
fore sending it, or you may have special Web-based tools for transmit
ting patient information. Some organizations ban the inclusion of PHI 
in e-mail. Be sure you know and follow your organization’s e-mail policy. 

Encryption
Encryption simply means that information is coded or scrambled so 
that anyone who lacks the key to read it cannot do so. 
 
Many organizations encrypt the data they store or transmit depending 
on whether there is a high risk that the information might be read by 
an unauthorized individual. For example, PHI sent over the Internet 
or stored on portable computers (e.g., laptops or USB thumb drives), 
and disks is at a higher-than-average security risk. Many organizations 
require encryption in those circumstances.
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Often, software programs that encrypt data operate invisibly to the 
user. You need to know whether your organization requires you to 
take steps to encrypt data.

Protecting PDAs and laptop computers
As a healthcare worker, you may use a PDA, such as an iPhone™,  
or BlackBerry®, and a laptop for work-related tasks. These devices 
often contain PHI. The most frequent risk when using small portable 
electronic devices is the loss or theft of the device. Loss of equipment 
and potential loss of data confidentiality are the unfortunate results.

Lock all portable devices in a drawer or briefcase when not in use. If 
your device is stolen or lost, file an incident report with your facility.

Tips for protecting PDAs and laptop computers

Use these tips to protect PDAs and laptop computers:

•• Don’t save PHI on portable devices unless it’s protected by a 
password and encryption

•• Do not store passwords or access codes on your PDA

•• Back up information stored on your portable device if it 
contains unique source data

•• Pay special attention to portable media that you take off-site

•• Lock portable devices and media in a secure container or 
cabinet when not in use 
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Portable electronic medical devices
PHI is stored on more than just handheld devices and laptops. Port- 
able medical equipment may store electronic PHI, but it may also store 
IV bags or medication wrappers containing PHI. Portable devices  
may include EKG machines, ultrasound machines, Flexsig machines, 
and other devices.

These machines contain PHI, so you must protect the privacy and 
security of the information stored on the devices.

Remote access
As efficient and helpful as wireless devices, removable data storage 
drives, and remote access capabilities are, they bring with them greatly 
increased risk to data security. Away from your facility’s physical and 
technical controls, the risk of losing information or having it stolen 
rises dramatically. So when you remove information from the on-site 
facility, take additional precautions.

Chances are that if you work with patient information off-site, you 
will need to sign a form acknowledging your responsibility for the data 
and stating that you will adhere to your facility’s policies and proce
dures for off-site access. The form may also remind you not to view 
PHI in front of other people and to shred any printed material after 
you are finished with it.



SA
M

PL
EHIPAA Handbook for Nursing/Clinical Staff

31© 2009 HCPro, Inc.

Red Flags Rule

The Federal Trade Commission (FTC) created the Red Flags Rule to 
protect consumers from identity theft by requiring creditor organiza
tions to implement a formal identity theft program. 

The FTC describes “creditor” as a business or organization that per
mits customers (including patients) to pay for products or services in 
multiple installments over time. This definition includes most health
care providers that permit deferred payment for services, even if  
only occasionally.   

Red Flags Rule: What to watch for
Red flags are warnings that there may be identity theft occurring. The 
program must include appropriate red flags that, when triggered, lead 
to special organizational procedures. The rule includes many examples 
in categories such as suspicious documents, suspicious personally iden
tifying information (e.g., a driver’s license photo that looks unlike the
person standing in front of you), and notices from patients who are
victims of identity theft, law enforcement authorities, or other busi
nesses about possible identity theft involving a person’s account.

For the FTC’s list of red flag examples, visit the FTC Web site 
(www.ftc.gov/bcp/edu/pubs/business/idetheft/bus23.pdf). If you suspect 
a patient is not the person he or she claims to be, immediately alert 
your facility’s privacy officer and/or security officer.  
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Nurses should be suspicious if a patient provides personal information 
that does not match the information on file or if the patient’s appear
ance does not match the information in his or her record (e.g., the 
patient is 5’6’’ but his file says he is 6’2’’).

If you suspect a patient is not the person he or she claims to be, imme
diately alert the privacy officer and/or security officer in your facility  
so that he or she may notify the proper authorities. Identity theft is 
serious, and medical identity theft, a special form of identity theft,  
can have financial and life-threatening consequences.

The Consequences of Breaking the Rules

The HITECH Act includes increased penalties for violations of its 
and HIPAA’s privacy and security regulations. The HITECH Act 
provides a tiered system for assessing the level of each violation and  
its associated penalty:

•• Tier A: The offender did not know he or she violated the law. 
The minimum fine per violation is $100. The total penalty 
imposed for multiple violations of the same requirement or 
prohibition may not exceed $25,000 in a calendar year.  

•• Tier B: The violation was due to reasonable cause and not will
ful neglect. The minimum fine per violation is $1,000. Fines 
may not exceed $100,000 for multiple violations of the same 
requirement or prohibition in a calendar year. 
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•• Tier C: The violation was due to willful neglect, but the viola
tion was corrected within the required time period. The mini
mum fine per violation is $10,000. Fines may not exceed 
$250,000 for multiple violations of the same requirement or 
prohibition in a calendar year. 

•• Tier D: The violation was due to willful neglect and the organ
ization did not correct it. The minimum fine per violation is 
$50,000. Fines may not exceed $1,500,000 for multiple viola
tions of the same requirement or prohibition in a calendar year. 

Criminal penalties
Individuals and entities may face up to $250,000 in criminal fines and 
10 years in prison for obtaining PHI with the intent to sell, transfer, 
or use it for personal gain, commercial advantage, or malicious harm.

Reporting violations
Your organization expects all employees to adhere to its privacy and 
security policies, but it recognizes that some people may break the 
rules. Organizations are responsible for monitoring compliance and 
investigating any breaches or complaints pertaining to privacy and/or 
security. Report violations or suspected violations to your facility’s 
privacy or information security officer. Your organization may also 
provide a way for you to report violations anonymously, often via a 
compliance hotline. Do not fear retaliation if you report a violation.  
If you have a question about HIPAA compliance or other compliance 
matters at your facility, contact your privacy or security officer.
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In Conclusion 

Protecting patients’ privacy and confidentiality is part of everyone’s 
job. It’s not enough for your facility to have the right policies and 
security software. You must follow those policies and take an active 
role in your facility’s compliance efforts.

As you do your job, keep in mind the importance of patient privacy 
and information security. By focusing on these essentials, you will 
help to ensure that your organization’s information remains secure  
and that you remain in compliance with HIPAA’s Privacy and 
Security Rules.
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FINAL EXAM

1. 	 Which of the following is a HIPAA covered entity?

a.	 A patient

b.	 An unemployed physician

c.	 A grocery store that sells over-the-counter medicine, such as 
aspirin and cough medicine

d.	 Medicare

2. 	 You are throwing a surprise birthday party for your super
visor, but you aren’t sure whether her birthday is next 
Thursday or Friday. What should you do to find out?

a. 	Look up your supervisor’s birthday in the electronic health 
records system. You know she sees doctors at the hospital, so 
her birth date should be in her medical record. You will not  
look at any medical information, just the birth date.

b. 	Look up the name and contact information for one of your 
supervisor’s family members in the electronic health records 
system so you can call the family member and find out your 
supervisor’s birth date. 

c. 	Ask your coworkers and mutual friends. If no one knows for 
sure, then flip a coin.

d. 	Check your supervisor’s desk. She probably has a copy of 
paperwork from one of her recent doctor visits. 
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3. 	 Which of the following is the most secure password? 

a. 	T31Mottbg 

b. 	BBALLfan

c. 	DavidOrtiz

d. 	2007WorldSeries

4.	 A young male trauma patient arrives in your emergency 
department unconscious and thus unable to sign an ac
knowledgment for receiving your facility’s NPP. What 
should you do?

a. 	Have a friend sign the NPP receipt acknowledgment for  
the patient

b. 	Forget about getting the NPP receipt acknowledgment signed

c. 	Have the patient sign the NPP receipt acknowledgment after 
he is stabilized

d. 	Put the NPP and the receipt acknowledgment with the 
patient’s personal items to look at when he’s feeling better
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5. 	 Doug, the husband of one of your patients, comes to you 
and asks to look at the test results of Nancy, his wife. Judg
ing by the way the couple interact with each other, and how 
often Doug has visited since Nancy’s admittance to the 
hospital, you certainly don’t think she’d mind him seeing 
them. What should your response be?

a. 	Tell Nancy that she must request the test results herself. Once 
she has them, she can do with them what she wishes, including 
showing them to Doug; however, you shouldn’t show them to 
Doug for her.

b. 	Tell Doug that as long as Nancy gives permission, he can view 
her test results.

c. 	You have it in writing that Nancy and Doug are married, so 
you can release the results to Doug without bothering Nancy.

d. 	Deny the request. You can’t disclose Nancy’s information  
per HIPAA. 

6. 	 In which of the following situations is it acceptable to 
release PHI without written authorization?

a. 	To report to the police that the 14-year-old you treated for a 
broken arm in the emergency room is a victim of child abuse. 

b. 	To report to the press that teen star Miley Cyrus was admitted 
to the facility.

c. 	You can never release PHI without authorization.

d. 	To tell a mother that her 14-year-old daughter has requested a 
prescription for birth control.
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7. 	 Which of the following pieces of information can you share 
with a patient being treated for a rare disease? 

a. 	A story about another patient with the same stressful occupation 
and the same diagnosis

b. 	Information about how effective a medication has been for the 
patient’s brother who also has that rare disease

c. 	Statistics on the number of patients treated for that disease with 
this medication

d. 	The test results of another patient after six months of treatment 
with the drug

8. 	 You need to install iTunes® on your computer at work so  
that you can charge your iPod® for the ride home. What do 
you do?

a.	 Install the software. You trust it and know it because you use it 
at home.

b.	 Plug in the iPod without downloading the software. Who 
knows? It might work.

c.	 Decide to wait. You can always listen to the radio for one day.

d.	 Plug your iPod into a different computer. You saw iTunes in
stalled on a different machine when you were doing your rounds.
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9. 	 A patient comes to you and requests to look at her medical 
record. What is the best response?

a.	 Deny the request; the patient information is protected  
by HIPAA.

b.	 Tell the patient she must pay a fee to view her record. 

c.	 Tell the patient she needs to fill out a form requesting access to 
view the record. Offer to get a copy of the form for the patient, 
and to help fill it out if needed.

d.	 Print a copy of the patient’s record on your computer and give 
it to her. It is her record, so it isn’t a problem.

10. 	 You need to discuss a patient’s condition with another 
nurse. The floor is very busy with lots of patients and 
visitors. What is the best way to ensure proper patient  
care while preserving the patient’s privacy? 

a.	 Discuss the patient’s condition where you are; most of the 
people aren’t paying attention to you, and patient care is the 
top priority.

b.	 Walk to the cafeteria and discuss the patient on the way.

c.	 Head into the least crowded area and draw a curtain if possible. 
Keep your voices low and avoid using the patient’s name if you 
can do so without compromising care.

d.	 Wait to have the conversation and trust that the nurse will find 
the information he or she needs in the patient’s record.
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ANSWER KEY

1. 	 d

2. 	 c

3. 	 a

4. 	 c

5. 	 b

6. 	 a

7. 	 c

8. 	 c

9. 	 c

10. 	 c
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