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Case scenario mbing,
how may | hel
You receive a call from a plumber in Oklahomas He received your fax
with its cover page describing the information as confidential. You in-
tended to fax some laboratory results to a patient’ primary care physician,

plumber instead.

or calling and ask him to destroy the
------- about the mistake and

follow any additional protocols at your organization for dealing with an

accidental privacy bre e, double-check fax numbers before-

hand. Also, conside peed dial feature for fre-

Patient directory

A patient directory is a list of paticn a facility. It provides certain
information to individ siting clergy, family, or friends
who ask for a patien e llows patient directories to include
patient location within the fa room number and phone num-
ber; general condition of a patient, usua 1 as a one-word descrip-

tion, such as “fair”; andaeligious a clergy listings.
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Patients must be able to opt out of any information included in the facility
patient directory. When visitors request information about a patient, direct
them to the information desk for assistance, rather than providing the pa-
tient’s location and general condition. If you have access to the facility’s dir-
ectory, disclose information only if you are absolutely certain that the patient
has agreed to be listed. And don’t discuss a patient’s condition or treatment

with family members or other visitors without the patient’s permission.

Incidental disclosures

Sometimes, you will still have incidental access to confidential information.
For example, you may learn the condition of patients with whom you're
not directly involved simply by handling their medical records or sorting
or filing them. This is confidential information about a patient, and you
should not share it with anyone else. HIPAA permits incidental uses and
disclosures of PHI, which it defines.as “secondary use[s] or disclosure([s]
that cannot reasonably be prevented, [are] limited in nature, and that
occur as a byproduct of an otherwise permitted use or disclosure.” An
example might be a situation in which a patient overhears a physician’s
conversation with the patient in the next bed. HIPAA requires that all
covered entities make a reasonable effort to minimize and limit incidental

disclosures without compromising patient care.

These tips can help yourfacility avoid incidental disclosures:

o Turn papers on desks and elsewhere facedown so that passersby

don’t see information accidentally

« Avoid including patient names on the exterior of medical records
to ensure that this information is not visible when records are

transported through. the facility or office
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o Ensure that printers and fax machines are generally not visible to
passersby so information isn’t compromised, and ensure the prompt

removal of information from these areas

o Arrange your workstation so that information on computer screens

is not visible to those who don’t need to know

o Don’t use patients’ full names in meetings or in other places where

those present do not need this information

High-risk situations

Be aware of the high-risk situations in-which you might be tempted to
disclose PHI inappropriately—always remember where and when you
may be easily overheard. High-risk situations and areas include elevators

and other public places, PHI, printouts, friends and family, and e-mail.

Discussing cases in an elevator is considered a high-risk situation if the
public, staft members, or other individuals not authorized to access PHI
may use it. Elevators.are small, confined spaces where eavesdropping is
virtually unavoidable. Avoid discussing patients in lobbies, cafeterias, and
other public places. Always be aware of your surroundings and be as dis-
creet as possible if you absolutely must discuss a patient. Remember that

HIPAA requires you to-take reasonable steps to avoid incidental disclosures.

Double-check that you are sending your e-mail to the correct person. Send-
ing patient information to the wrong person via e-mail is problematic.
Avoid including patientnames in e-mail if possible. Many facilities have
rules about sending/PHI via e-mail because it is a confidentiality concern

and a record retention and medical legal discovery issue. Be sure you
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know and follow your organization’s rules. Whenever you are tempted to
send information about or to patients via e-mail, ask yourself whether the
risk that the information might be misdirected,.forwarded, or printed is
worth it. Also ask yourself whether PHI in e-mail transmitted to the

patient or another organization via the Internet is encrypted.

Don’t leave documents or portable media such as CD-ROMs and thumb
drives containing PHLstrewn about. The wrong person, including a clean-
ing or maintenance crew member, can retrieve printouts or copies of records
left on copiers, printers, or desks. Never take PHI outside your facility unless

you have specific permission to do so from your supervisor or privacy officer.

When family members, friends, or other acquaintances check into the
hospital, you may not access or view their medical records unless you need
to know the information to perform.your job or the patient has given the
facility permission to share this information with you. Otherwise, viewing

these records can be a HIPAA violation.

HIPAA and marketing
'The privacy regulations generally prohibit the use of PHI for marketing

purposes unless patients sign a specificauthorization. However, a few
exceptions exist. Physicians may discuss products and services without
authorization in face-to=face encounters, and healthcare organizations
may offer promotional gifts of nominal value, such as pens and calendars.
Physicians are also free to speak with or write to patients about treatment
options or their organization’s health=related products or services without

obtaining an authorization.

© 2009 HCPro, Inc.



HIPAA Handbook for Coders, Billers, and HIM Staff

Pursuant to the HITECH Act, organizations that receive direct or in-
direct payment may not send patients information about third-party
products and services, even if health related, absent prior authorization.
'The single exception is mailings about prescription and biologics refills.
HIPAA forbids the release of PHI to a third party, such as a pharmaceu-

tical company, for marketing purposes without written authorization.

HIPAA and research

As you might expect, HIPAA has protocols for the use of PHI for
records research and clinical studies. Be sure that you understand the
Privacy Rule limitations and your organization’s policies and procedures
before releasing any PHI for research purposes. Consult your privacy
officer before permitting anyone to use medical records for research or
assisting them in producing reports, particularly if the information might
include PHI. HIPAA permits thedisclosure of patient information to
researchers with patient authorization. However, HIPAA also permits
organizations to disclose certain data for research without authorization.

Organizations don’t need patient authorization to disclose:

o De-identified information—If all information that could be used to
identify a patient, directly or indirectly; is removed from a set of data,
you may disclose the remaining data for research or any other purpose.
The reason is that such information is no longer considered to be PHI
because patients can not be re-identified from it. However, statistical
studies have demonstrated that re-identifying patients is easier than
one might think. Be sure to follow your organization’s policy and pro-

cedure for de-identifying information if you are involved in the process.
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o Alimited data set—Researchers who agree to and sign a “data use
agreement,” as described by the Privacy Rule, indicating that they
will use the information only for a specific purpose, may receive
what is called a “limited data set” of PHI. The PHI can include
indirect identifiers such as a patient’s date of birth or ZIP code, but
it cannot include direct identifiers such as a name, address, Social

Security number, or other clear identifiers.

Patient Rights

To use or release PHI for reasons other than treatment, payment, health-
care operations, or a limited number of other specific instances (as required
by various laws), your organization must have the patient or legally ap-
pointed representative sign an authorization form. With an authorization,
the patient voluntarily agrees tolet your organization use or release the

information for a particular request or need:

Note: Providers cannot refuise to treat patients who won’t sign authori-
p g

zation forms.

Your responsibilities as an HIM staft member may include helping pa-
tients understand their rights and how to exercise them, as well as answer-
ing questions. You might work with patients or their family members to
process financial information, or you might be responsible for keeping
track of identifying and recording when patientsagree to or forbid specific
disclosures to family members, friends, or.other caregivers. Document
and process these requests carefully or pass them on to the appropriate

staff member as necessary.
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Treatment, payment, and healthcare operations
HIPAA permits healtheare staff members to use and share PHI to per-
form their job for three reasons without needing patient permission—

treatment, payment, and healthcare operations.

Restricting PHI use and disclosure

Although covered entities may use and disclose PHI for treatment, pay-
ment, and healthcare operations, patients may request certain restrictions
to which the covered entity may or may not agree. However, the HITECH
Act requires the provider organization to agree to individual requests to
not disclose PHI if the disclosure is to-a-health-plan for purposes of pay-
ment or healthcare operations (not treatment), and the PHI pertains solely
to a healthcare item or service which the individual (or representative) has
paid out-of-pocket in full to the healthcare provider. If your facility

accepts a restriction, all staff members. must comply with the request.

Notice of privacy practices

The HIPAA Privacy Rule requires healthcare providers to distribute and
post a privacy notice at their facility and on their Web site, if applicable,
informing patients about all of the ways they can use or release patient
information to another organization-or to the government. This notice of
privacy practices (NPP)-also informs patients of their rights pursuant to
HIPAA, including the right to view their records, obtain copies, and
request amendments. The NPP also must explain how patients can file a
complaint with your organization or with the U.S. Department of Health
and Human Services (HES) if theyfeel their privacy has been violated.
HIPAA requires providers to make a good-faith effort to obtain each

patient’s written acknowledgment that he or she received the NPP. If
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patients have questions about how the organization uses information,

direct them to these notices or to your privacy official for answers.

Access to a patient’s own medical record

Pursuant to HIPAA, patients may access their own PHI, except in very
rare circumstances. ‘This includes the medical record, billing records, and
any other patient-specific information used to make decisions about the
patient. Most healthcare organizations require patients to complete a
written request to access their medical record or other PHI or to obtain
copies of it. If a patient wishes to access his or her medical information,
promptly direct this request to.a staff member who can provide the rele-
vant paperwork to the patient. If a patient or a patient’s personal repre-
sentative requests a copy of his or her record or other PHI, providing it
may be your responsibility. If so, be sure to verify the person’s identity

according to your organization’s policies.

Covered entities may not impose a-fee to view one’s own PHI, and any
fee charged for copies-must be limited to labor. In most states, charging
patients for copies of medical records is permissible. HIPAA limits the
fee to ensure that cost is not a barrier. Generally, no one is charged for
copies necessary for continuing care.If a covered entity uses an EHR, a
patient may request his.or'her record in electronic format. Patients also
may instruct the coveredrentity to transmit the electronic data to another,
clearly designated person or entity. Pursuant to the HITECH Act,

covered entities must comply.

You may deny a request under very limited and rare conditions. These

include cases in which disclosure may endanger the life or safety of the
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patient or another individual, or if you receive requests from a patient’s
legal representative lor guardian and you suspect that the patient was

abused, neglected, or a victim of violence at the hands of this individual.

Be sure to follow your organization’s policy and procedure for denying a

patient’s access to his or her own information.

Amending a medical record

Increasingly, patients are reviewing their records and requesting amend-
ments. This is not the same as simply updating an address or telephone
number. Processing these requests is sometimes difficult, but HIPAA
requires responses to such requests within 60 days of receipt. This may
seem like a long time. However, consider that you must contact the
requester to clarify the information, determine who made the entry or
entries in question, review the amendment requests with the appropriate
providers to decide which, if any, amendmentsto accept and how to
implement them, and then notify the requester. Follow your organiza-

tion’s policies and proecedures for processing amendment requests.

Note: You should never delete the record entry under dispute. Instead, the
provider may make an addendum to-the original documentation, if appro-
priate. If not, the patient’s own amendment must be added to the record

and released whenever records are released, if the patient so requests.

Change in patient contact information
Anyone caring for the patient can handle'patient requests to change con-
tact information from what is currently on file, such as where to send

test results or the number to call for appointment reminders. If a patient
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relays this information to you, document the change and submit it to
the appropriate staff member to process the request and update the
patient’s records. Be aware of the possibility of medical identity theft

before changing a patient’s address or other contact information.

Note: Many requests of this nature are for billing purposes. Billers in

particular should be aware of how to handle these changes.

HIPAA authorizations

A HIPAA-compliant authorization allows a covered entity to use or disclose
PHI to a specific party for a specific purpose. A valid HIPAA authorization
must include a description of the specific PHI to be used or disclosed,

the reason or purpose for the use or disclosure, to whom the PHI will be
released, notice that signing is entirely voluntary and that the patient may
revoke the authorization verbally orin writing at any time although this does
not undo any action already undertaken, notice that the patient has a right
to receive a copy of the authorization, an expiration date or event for the
authorization, and the name of the organization releasing the record. The pa-

tient or the patient’s legal representative must sign and date the authorization.

Accounting of disclosures

HIPAA requires that your organization be able to provide, on request,
a list of disclosures other than for treatment, payment, and healthcare
operations, not including any disclosures authorized by the patient. This
list or report is known as an accounting of disclosures. Disclosures are
external releases of patient information: Patients may request disclosure
accounting for up to six years prior to the request. The first report in a

calendar year is free. HIPAA does not require certain types of disclosures
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to be included in the accounting of disclosures. These include disclosures
for treatment, payment, or healthcare operations; disclosures for your
facility’s directory; disclosures made to the patient; disclosures to law
enforcement personnel under certain circumstances; disclosures released
as part of a HIPAA-defined limited data set; disclosures authorized by

patients; and disclosures made prior to April 2003.

Pursuant to the HITECH Act, if an organization has an EHR, disclosures
for treatment, payment, and healthcare operations must also be tracked for
patient requests for accountings. These disclosures must be retained for
only the prior three years. This requirement will not become effective until
January 2011 at the earliest. The specific date varies, depending on whether
an organization had an EHR as of January 1, 2009. Organizations with older
systems have been given time to implement the necessary technology. HHS

still must specify what information'must be included in this accounting.

Requests for confidential communication

Patients may request that they be contacted through alternative means, such
as a different address or telephone number, so that the communication is
more confidential. Healthcare providers must comply and may not require
an explanation for these requests. Forexample, a patient may ask that you
call only at his or her office, never at home. Your organization must strictly

comply with such requests.to avoid a breach of the patient’s confiden-

tiality and a HIPAA violation.

Exceptions to patient authorization
Your organization may be permitted or required by other laws and regula-

tions to release PHI without first asking the patient to agree to or authorize
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the disclosure. However, obtaining authorization in all cases is permissible
and often advisable. Always be sure that you know your organization’s
policies before releasing information, and check that your situation is
applicable and approved. When in doubt, consult your privacy officer
before releasing information that is not authorized by the patient. In all
of these cases, the facility complies with the law and makes reports when
necessary. Unless reporting this information is part of your job, don’t

report this information yourself.
Examples of scenarios in which your organization may be subject to laws
and regulations permitting or requiring release of PHI, include:

o Reporting certain communicable diseases and other conditions to

state or federal health agencies

o Reporting certain information.about medical devices that break or

malfunction to the U.S. Food and Drug Administration

o Reporting suspected-child abuse or incapacitated elder abuse or
neglect to law enforcement officials-or to-your state’s Department

of Human Services

» Responding to police requestsfor certain information about patients

to determine whether they are suspects in a criminal investigation
« Responding to court orders

« Reporting cases of suspicious deaths or certain suspected crime
victims, such asdndividuals with gunshot wounds or burns that

may be due to arson
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o Providing information to coroners and funeral directors when

patients die

o Warning those in the community (and law enforcement officials)

when a patient has made a credible threat to harm someone

 Providing information in a medical emergency

Family and friends

HIPAA requires you to obtain permission from a patient before disclosing
PHI to family members or friends. If the patient gives permission, note it
in his or her patient record. Obtaining the patient’s written authorization is
preferable. Be careful to provide only the patient’s location in the facility,
telephone extension, or his or her general condition, and only if the patient
has not opted out of the facility directory. You may not provide any ad-

ditional information unless the patient has specifically authorized it.

HIPAA and minors

HIPAA relies on statedaws to define minors and to specify when minors
must give permission before a provider can release their PHI to parents or
guardians. As a general rule, if a minor may consent for treatment in your
state, the minor must also sign an authorization to release documentation
about that treatment. Generally, providers are not required to disclose

information to a parent or.guardian in these situations:

« Ifyou believe that the minor has been the victim of domestic vio-
lence, abuse, or neglect by the parent or guardian, or that disclosures

to the personal representative could endanger the minor

o Ifyou decide that it is not in the minor’s best interest to treat the

parent or guardian as the minor’s personal representative
©2009 HCPro, Inc. 21
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o If the minor is emancipated

o If the minor is seeking treatment for family planning, psychiatric
counseling, or substance abuse (substance abuse information is

specifically protected by another federal law)

HIPAA and domestic abuse

HIPAA deals with abuse differently depending on whether it is abuse of a
child or of an adult, €lder, or disabled person. Note that HIPAA is a basic
privacy “floor” or minimum standard. Generally, state laws are more specific
and stringent than HIPAA with respect to these issues, and you must
follow the law that provides the most privacy protection. HIPAA generally
gives healthcare providers broader authority to disclose PHI in cases of
child abuse than it does for abuse of adults. HIPAA does not limit the
information you may discloseiin cases of child abuse. However, some laws
impose stricter requirements for PHI disclosure for cases involving the

abuse of adults.

If providing patients copies.of their medical records is your responsibility,
you should know how to recognize signs of abuse in a record. For example,
you can deny a request by a patient’s representative to see a copy of a medi-
cal record if you suspect the representative may have abused the patient.
Consult your supervisor immediately if this unique and rare circumstance

presents itself.
Tip: Dealing with domestic abuse is complicated. Speak with your com-

pliance/privacy officet beforehand/to review the proper procedure when

you SUSPCCt abuse.
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Do your part to know your state laws regarding how to deal with domestic
abuse. Most states recognize the rights of competent adults to refuse to
disclose information, even if you believe that they are victims of domestic
abuse. You should know who is required to report cases of abuse and to
which agencies. Similarly, you'll need to examine the way your state de-
fines abuse. For example, review how your state differentiates between
abuse, which is often defined as causing actual physical harm to a child,
and neglect, which is usually defined as failure to provide for the welfare
of the child (e.g., not feeding the child). Some states require that you

report both suspected neglect and abuse.

HIV, substance abuse, and mental health records
HIPAA and other laws impose special restrictions on when and how you
may disclose PHI relating to HIV testing and treatment, substance abuse
treatment, and mental health treatment. Information pertaining to the
treatment of mental health is specially protected in some states. Many
require written patient authorization to disclose it, absent an emergency
or other legal exception: HIV-related information is also specially pro-
tected by many state laws, and written patient authorization to disclose is
required in any situation other than an emergency or court order. Federal
law requires a specific written authorization to disclose information re-
lated to treatment in a specialized substance abuse program, except in

cases of emergencies oras.required by state or federal law.

HIPAA and psychotherapy notes
Not all PHI is treated the same under the Privacy Rule. Psychotherapy

notes, as defined by/the Privacy Rule, have much stronger protections
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because the personal notes of the treating psychotherapist can be damag-
ing if they fall into the wrong hands and they are not critical for contin-
uity of care. HIPAA requires patient authorization for any use and release
of psychotherapy notes, including for treatment by another provider in
the same facility. Also, state laws often carve out special protection for
mental health information. The HIPAA Privacy Rule defines psycho-

therapy notes as:

Notes recorded (in any medium) by a healthcare provider who is a mental
health professional documenting or analyzing the contents of conversation
during a private counseling session or.a.group, joint, or family counseling

session and that are separate from the rest of the individual’s medical record.

Psychotherapy notes exclude medication prescription and monitoring,
counseling session start and stop times, modalities and frequencies of
treatment provided, and results of clinical testss They also exclude any
summary of diagnosis, functional status, treatment plan, symptoms,

prognosis, and progress to date.

Psychotherapy notes, therefore, may not be used as documentation to
support billing. Many mental health-providers do not keep separate
psychotherapy notes, as-they may not be used to substantiate claims,

and the records must be kept separately.

Security

Privacy and security/are directly related. Many of the security measures

discussed are mechanisms used to protect privacy and confidentiality.
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HIPAA’s security requirements are designed to safeguard electronic PHI,
although the HIPA/A Privacy Rule requires you to secure and protect all
forms of PHI. Security requirements cover data stored on hard drives,
removable or portable memory devices (e.g., laptop computers and thumb

USB drives), as well as data sent via the Internet or contained in e-mail.

Security: What you can do

Your facility’s information security officer has ultimate responsibility for
information security policies in place at your facility. However, everyone
has an important role to play in keeping information secure by following
policies and procedures. The technical, physical, and policy safeguards
your organization has implemented to secure patient health information
are useless without the cooperation of everyone who uses the organization’s
computers. Properly managing your password, preventing the spread of
viruses, logging off your computeryand being aware of and responsible for
any patient information taken or accessed off=site are important ways you

can contribute to information security.

Note: Every facility must have a designated privacy officer and security

officer. These can be different persons or the same individual.
Security: What your facility does
Your facility ensures security by:

o Monitoring logon attempts

o Responding to information security incidents

« Employing appropriate measures to protect computers from viruses

and malicious software

©2009 HCPro, Inc. 25



HIPAA Handbook for Coders, Billers, and HIM Staff

26

o Protecting patient information that is removed from the facility or

accessed from home
o Educating staff members about security practices

o Conducting random security audits to ensure that only staff mem-
bers who need to know are accessing PHI and that they are access-

ing only the minimum records necessary to perform their jobs
o Using appropriate physical security measures, such as door locks
o Implementing data recovery plans and downtime procedures

o Implementing role-based access so that staff members access only

the information they need to perform their jobs

Ways to protect physical security
Information security relies on technical measures such as passwords, but

physical security also plays an important role.

Use these tips to protect physical security: Turn your computer screen
away from public areas or use a privacy screen. Lock laptop computers
and other portable devices in a secure area or receptacle when not in use.
Also securely store and lock-disks, CDs, and other devices containing
PHI. Follow your organization’s policies for turning oft or logging oft
your computer when you leave your.desk. Use password-protected screen-
savers or keyboard-locking capabilities available at your organization.
Don’t attempt to disable these features if they are installed on a computer.
Practice commonsense security. Llock doors and desks if appropriate to

do so. Adhere to a clean desk policy and secure all confidential papers
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and electronic media in a locked area or receptacle before leaving your
desk. Shred paper containing confidential information, including PHI,

before discarding it.

Record storage

Organizations must exercise care when storing any records that contain
PHI. Storage methods will vary depending on your organization’s size and
your facility’s physicaldayout. Doyour part to keep your records safe. If
your organization stores records on-site, be sure that the door to the storage
space remains closed and locked to prevent unauthorized access. And don’t

access the records yourself unless you need to do so to perform your job.

Passwords and personal user IDs

Organizations need to know who views and updates what information.
Everyone has his or her own unique user ID (also known as a logon ID
or logon name) and password so that computer systems can track activity
back to each user. Although it mayseem convenient to do so, you must
never let other people botrow your ID and password to log on to the com-
puter system. This is a security violation, and you will be held responsible
for the other person’s computer activity. Similarly, don’t ask others if you

can use their IDs and passwords.

Tips and tricks to protect your password

Selecting a strong computer password—one that is easy for you to re-
member, but difficult for someone else to guess—is an essential step in
securing your organization’s information: Generally you should select a
password that includes letters and numbers, consists of at least six charac-

ters, incorporates upper- and lowercase letters if your system permits them,
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includes special keyboard characters such as # if your system permits them,
and isn’t a personal name, social date, fictional character, or real word.
Change your password regularly, at least every.90 days or whenever you
suspect someone has learned your password. Don’t repeat a password or

use a very similar one for at least five password changes.

No one but you should know your password. If a coworker requests your
password, refer that individual to your manager or your organization’s help
desk or technical support department so that he or she can get appropriate
access to the necessary information. If you share your password, even if
you think it is for a good reason, you are violating security policy. In ad-
dition to creating a security problem, using someone else’s access may also
interfere with performing your job. Your user ID and password are set up
specifically to allow you access to the information you need for your job.
Someone else’s credentials may not.give you access to the information

you need.

Protecting against computer viruses

A computer virus or other malicious software can destroy information
stored on your computer. It can also copy your passwords or PHI that you
store or send. Viruses are often transmitted via e-mail attachments or by

visiting certain Web sites:

Don’t open suspicious e-mail or attachments from unknown senders. In-
form your IT department if you receive a suspicious e-mail or if an un-
familiar program appears-on your computer. Follow your organization’s
antivirus software policy and don’t uninstall any antivirus software from

your computer. Use your work e-mail account in a manner consistent
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with your facility’s policies and procedures. Don’t access any unapproved

personal e-mail accounts at work.

Unauthorized software and hardware

Music-sharing and remote-access software, games, and other programs that
you may want to install can disable your computer, threaten your organi-
zation’s network, and contain malicious software that might allow someone
to access your computet. Don’t install any software on your computer
without permission from your I'T"department. Make special note of file
types before opening them. Files that end with “.exe” are executable files,
or software programs. Viruses or malicious software programs are often
contained in downloaded executable files. Do not open these files without

permission from your technical support department.

Use similar precautions when installing hardware. Any device attached to
your organization’s network or your computer must be installed with the
appropriate security precautions in-mind. For that reason, you should
connect other devices,such as computers and servers, to the network only
if you have received permission to do so from your technical support staff.
Similarly, unless you have permission from technical support staff, you

should never connect devices to your computer (e.g., through the USB port).

E-mail security

Information that you e-mail is usually not secure. For that reason, your
organization has adopted strict policies with regard to how it electronically
transmits PHI. Your organization’s e-mail program may encrypt information
before sending it, or/;you may have special Web-based tools for transmitting

patient information. Some organizations ban the inclusion of PHI in e-mail.
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Remember that even with the presence of these security measures, e-mail,
like faxing, is subject to misdirection. Also, organizations that send PHI
via e-mail may need to determine how to store those e-mails, or you may
need to print and file them in the patient’s record because the e-mails
become part of your legal record. Before you transmit PHI in electronic

form, ensure that you comply with your organization’s policies.

Encryption

Encryption simply means that information is coded or scrambled so that
it cannot be read by anyone who doesn’t have the key to read it. Many
organizations encrypt the data they store or transmit depending on whether
there is a high risk that the information might be read by an unauthorized
individual. For example, PHI sent via the Internet or stored on portable
computers (e.g., laptop computers or handheld devices) and disks is at a
higher-than-average security risk. Many organizations now require en-
cryption in these circumstances. Often, softwate programs that encrypt
data operate invisibly to users. Youneed to know whether your organ-

ization requires you to-take steps to encrypt data.

Protecting handheld devices and laptop computers
Many healthcare workers use handheld devices and laptop computers,
and the most frequent risk when using these devices is their loss or theft.
This results in a loss of equipment and potential loss of data confidentiality.
Lock devices in a drawer or briefcase when not in use. If your device is

stolen or lost, file an incident report with your facility as soon as possible.

Use these tips to protect handheld devices and laptop computers: Do not

save PHI on portable devices unless protected by a password. Do not
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store passwords and access codes on handheld devices. Back up informa-
tion stored on portable devices. Consider encrypting PHI on portable
devices. Pay special attention to portable media (e.g., disks, CDs, or
thumb drives) that you take off-site. Secure portable devices in a locked

area or reccptacle when not in use

Portable electronic medical devices

Remember to keep all€lectronic medical devices secure. PHI is stored on
more than just handheld devices and laptop computers. Portable medical
equipment may store electronic PHI, but it may also store IV bags or medi-
cation wrappers containing PHI. Portable devices may include EKG
machines, ultrasound machines, FlexSig machines, or other devices. They
contain PHI, so you must protect the privacy and security of the infor-

mation stored on the devices.

Remote access

Security guards, virus-checking software, and the watchful eyes of co-
workers are part of thednformation security infrastructure in your facility.
If you take information outside your organization, remember that many
of these security precautions are no longer present at remote locations.
As efficient and helpful as wireless devices, removable data storage drives,
and remote access capabilities are, they bring with them greatly increased
risk to data security. Away from your facility’s physical and technical con-
trols, the risk of losing data or having it stolen rises dramatically. So when

you remove information from the on-site facility, take additional precautions.

If you work with patient information off-site, you probably will need to sign

a form acknowledging your responsibility for the data and stating that you
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will adhere to your facility’s policies and procedures for off-site access. The
form may also remind you not to view PHI in the presence of others and

that you must cross-shred any printed material after you are done using it.

Red Flags Rule

'The Federal Trade Commission (F'T'C) created the Red Flags Rule to pro-
tect consumers from identity theft by requiring “creditor” organizations to
implement a formal identity theft program. The FTC describes a creditor as
a business or organization that permits customers, including patients, to
pay for products or services in multiple installments over time. This defi-
nition includes most healthcare providers that permit deferred payment

for services, even if only occasionally.

Red flags are warnings that identity theft may be occurring. The program
must include appropriate red flags that, when. triggered, lead to special
organizational procedures. The rule includes many examples in various
categories. A few examplesare suspicious documents, suspicious personally
identifying information (such as a driver’s license photo that bears no
resemblance to the person presenting it), and notices from patients who
are victims of identity theft, law enforcement authorities, or other busi-

nesses about possible identity theft with a person’s account.

Visit the FT'C Web site to access the agency’s list of red flags. If you sus-
pect a patient is not the person he or she purports to be, or if a request for
an address change seems odd, immediately notify your facility’s privacy offi-

cer and/or security officer so that he or she may alert the proper authorities.

© 2009 HCPro, Inc.



HIPAA Handbook for Coders, Billers, and HIM Staff

The Consequences of Breaking the Rules

Violating HIPAA’s Privacy or Security Rules can result in civil or crim-
inal penalties. Pursuant to HIPAA, current civil penalties include fines of
up to $25,000 for repeated violations of a single requirement in a calendar
year. However, with the HITECH Act, the fines become much higher.
Criminal penalties for wrongful disclosure of patient information can in-
clude not only large fines, but also incarceration. Criminal penalties in-
crease as the severity of the offense increases. For example, selling patient
information is more serious than accidentally allowing its release, so it
brings stiffer penalties. These penalties can be as high as a $250,000 fine

or a prison sentence of 10 years.

The civil penalties for a HIPAA violation are based on a tier system:

o Tier A: The offender did not know: he or she violated the law. The
fine is $100 for each violation, withra maximum fine of $25,000 for
multiple violations of the same requirement or prohibition in one

calendar year.

o Tier B: Violation due to reasonable cause, but not willful neglect.
The fine is $1,000 for each violation, with a maximum fine of
$100,000 for multiple violations of the same requirement or pro-

hibition in one calendar year.

o Tier C: Violation due to willful neglect; but corrected within a
required time period. The fine is $10,000 for each violation, with
a maximum fine of $250,000 for multiple violations of the same

requirement or prohibition in one calendar year.
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o Tier D: Violation due to willful neglect and the organization did
not correct it. The fine is $50,000 for each violation, with a maxi-
mum fine of $1,500,000 for multiple vielations of the same re-

quirement or prohibition in one calendar year.

Reporting violations

Your organization expects all employees to adhere to its privacy and security
policies, but it recognizes that some people may break the rules. Pursuant
to HIPAA, your organization’s responsibilities include monitoring com-
pliance and investigating any breaches or privacy/security complaints. You
should report violations and suspected violations to the facility’s privacy
official or information security official. Your organization may also provide
a way for you to report them anonymously, often via a telephone compli-
ance hotline. Do not fear retaliation if you report a violation. Your organ-
ization cannot punish employees for reporting violations. Reporting

suspected privacy or security violations is part of your job.

You may report suspeeted violations, including those involving PHI, to:
o The Office for Civil Rights (OCR), for privacy violations

o The Centers for Medicare & Medicaid Services (CMS), for

security violations

Reporting suspected violations is referred to as being a whistleblower.
You must be fairly certain that rules are being violated if you include PHI
in your report. Otherwise, you may.violate a patient’s privacy rights and

your organization’s privacy and security policies.
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Obtaining Help

You may have questions about HIPAA compliance or other compliance
matters at your facility. Protecting privacy and security is sometimes
complicated, so don’t hesitate to contact your privacy officer or informa-
tion security officer with questions. These individuals will be glad to

assist you.

In Conclusion

Protecting patients’ privacy and confidentiality is part of everyone’s job.
It’s not enough for your facility to have the right policies and security
software. You must follow those policies and take an active role in your
facility’s compliance efforts. As you perform your job, remember the
importance of patient privacy and information security. By focusing on
these essentials, you will help ensure that your organization’s information
remains secure and that you remain in-compliance with HIPAA’s Privacy

and Security Rules.
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FINAL EXAM

1.

2.

3.

Which of the following is a HIPAA covered entity?

. A patient

b. An unemployed physician

Medicare

d. A convenience store that sells over-the-counter medication

Which of the following may you share with a friend?

a.

A photograph of your friend’s daughter born yesterday at
your hospital

Your current patient’s highly unusual set of symptoms
A complicated charity care application

Cancer survival rate statistics

Which of the following passwords is most secure?

a. TMOttBG!31

. BaseBALL

. DavidOrtiz

. 2007WorldSeries
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4. Doug, your patient’s husband, asks to see his wife Nancy’s test
results. They are married, so you don’t think she’d mind. How

should you respond?

a. Tell Nancy that she must request the test results herself. Once she
has them, she can do with them as she pleases, including showing
them to Doug. But you shouldn’t show them to Doug for her.

b. Tell Doug that if Nancy gives permission, he may view her
test results.

¢. You have written documentation that Nancy and Doug are married,
so you can release the results to Doug without bothering Nancy.

d. Deny the request. You can’t disclose Nancy’s information pursuant
to HIPAA.

5. Inwhich of the following situations is releasing PHI without

written authorization acceptable?

a. To an insurance company so that it can pay your facility for
services provided

b. To report to the media that teen star Miley Cyrus was admitted to
the facility

c. You may never release PHI without authorization

d. To a mother who wants to see a copy of her 14-year-old daughter’s
medical record so she’ll know whether her daughter has requested a

prescription for contraceptives
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You are a coder, and your hospital allows you to work remotely.
You are at home and need to send an e-mail containing some
codes to a physician so he can review them. However, your work

e-mail is unexpectedly not functioning. What should you do?

a. Use your personal e-mail address to send the file
b. Wait until your work e-mail is functioning again to send the codes

c. Access the Internet via your cell phone and send the e-mail to the
physician with your phone

d. Ask a colleague at the office to download an instant messaging
program and send the file through that program

You are taking some patient records to the physicians in your
hospital’s critical care department. En route, you realize that
the three cups of coffee you drank earlier have necessitated

a quick pit stop at the restroom. What should you do with

the records?

a. Return them to your desk where you have a locking file drawer. After
you return from the restroom, take them to their final destination.

b. Leave them on your cart just outside the bathroom, facedown; you'll
only be inside a minute.

c. Take them with you and set them on the sink while you quickly use
the facilities.

d. Leave them on the counter at the nearest nurses’ station.
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8.  What can you do to help keep your physical space secure?

a. Take all paperwork containing confidential information home at night

b. Make the location of the key to your locked file cabinet known to
all coworkers

¢. Turn your computer monitor away from public view

d. Eliminate the need to log in every day by not logging off when you
leave for the day

9. You need to install iTunes® on your computer at work so you

can charge your iPod® for the ride home. What should you do?
a. Install the software
b. Plug in your iPod without downloading the software; it might work

c. Plug your iPod into a coworker’s computer that already has
iTunes installed

d. Decide to wait; you can listen to the radio instead.

10. You are planning a surprise birthday party for your HIM dir-
ector, but you aren’t sure whether her birthday is next Thursday

or Friday. How should you obtain this information?

a. Retrieve this information from your facility’s EHR system.

b. Obtain a relative’s contact information from the EHR system so you
can call and inquire.

c. Ask your colleagues. If no one knows, toss a coin.

d. Look on her desk for paperwork that may contain this information.
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